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Abstract| Honeynets have become an imp ortan t to ol for
researc hers and network operators. However, their eec-
tiv eness has been imp eded by a lack of a standard unied

honeynet data mo del whic h results from having multiple un-
related data sources, each with its own access metho d and
format.

In this pap er we prop ose a new data collection arc hitec-
ture that addresses the need for both rapid comprehension
and detailed analysis by providing two data access metho ds:
a relational mo del based fast path, and a canonical slow
path. We also present a set of to ols based on this arc hitec-
ture.

. Intr oduction

A Honeynet is a network of high interaction honey-
pots[1]. High interaction honeypots are quite di erent from
low interaction honeypots such as Honeyd [2] for they pro-
vide a full operating system and set of software for an in-
truder to interact with. This high level of interactivit y is a
desired becauseit allows researtersthe ability to obsene
the behavior of anintruder in a live system, and not a sim-
ulation. As a result, high interaction honeypots are well
suited to capture new or unanticipated activity. However,
high interaction honeypots collect a larger volume detailed
data from multiple data sourcesmaking it di cult to man-
age honeynetsand make senseof the collected data.

To help facilitate honeynet deployments and the sharing
of information betweenresearders, The Honeynet Project
standardized the Genll honeynet architecture[3]. This ar-
chitecture includes a speci cation of Data Capture proce-
dureswhosepurposeis to \lo g all of the attacker's activity" .
The Genll Data Capture proceduresspecify the collection
of three types of data: rewall logs, network trac and
system activity. Figure 2 provides a schematic represen-
tation of a typical Gen Il deployment. This architecture
does not provide any guidance on how to store or access
the captured data.

In the standardized architecture, rew all logs are used
to provide a summary of the network activity. The
\rc. rew all" script provided by the honeynet project al-
lows this by using the Linux IPT ables[4]connection track-
ing capabilities. We feel this logging is counter-intuitiv e
becauserew all logs are typically usedfor policy auditing
and in this casethey are being usedto provide summary
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Fig. 1. Genll Honeynet Data Capture.

accourts of network activity. In addtion, these summaries
lack neededdetail such as the duration and quantity of
network activity

Network trac and Intrusion Detection System(IDS)
everts are captured using the Snort IDS system[5]. For
Data Capture, two instancesof are executed,oneto merely
record the raw trac, and the other to examine the net-
work tra c looking for everts that are indicativ e of misuse
or intrusion.

System activity refers to monitoring activity from the
perspective of eac high interaction honeypot. This type
of monitoring includes two types of data: Syslogand Se-
bek. Syslogdata is provided by ead honeypot's operating
system. Selekis a tool developed by the Honeynet Project
to monitor the behavior of intruder evenwhen the intruder
usessessionencryption[6]. Sebek operates as hidden ker-
nel module which covertly exports log data to the logging
system.

The Genll honeynet architecture gathers very detailed



data but it suers from a number of limitations. We as-
sert that there are three problemswith the existing Genll
design.

First,the Genll data ontology is very coarseand exces-
sively rigid. The three \layers" as de ned in the archi-
tecture are directly tied to the tools that gather the data
rather than to the types of data collected. This posesa
problem for tools that collect both system and network
data, and makesit dicult to integrate new subtypes of
data.

Second,while Genll honeynetsdo collect deatailed data,
this data is largely unstructured within a data source. For
instance, while we know that the apparertly unstructured
padket capture data does have a structure which can be
represerted using a network ow abstraction, these o ws
are not explicitly stored in the data and thus needto be
rediscovered each time the data is examined.

Lastly, the data storageis unorganized;ead data source
is stored in a format de ned by the tool gathering the data
with no relationship to the data gatheredby any other tool.
As an example, lets assumewe want to identify all IDS
alerts related to a network connectionscontaining a bidi-
rectional ow of data. To do this, a tool would needknow
how to read and parse pcap data, then it would have to
processthe pcap data to recreatethe set of network o ws.
Next, assumingthe tool is capableof processingsnort IDS
logs, the tool would needto take the matching network
connectionsand seard through the IDS data looking for
matches based on the key attributes of ead connection.
This lack of unication is a problem for seweral reasons.
First, every time we want to examine the network trac
from a network ow or connection level of abstraction we
needto processthe raw trac data, causing an unneces-
sary ine ciency . Second,becausethe data is stored in a
data format which is implicitly de ned by the tool gather-
ing it, the addition of a new tool such asthe Bro IDS[7],
introducesa new data format which is incompatible with
existing analysistools. This forcesevery analysis tool to
be partially rewritten for ead new data source.

To solve theseproblemswe proposea third generation of
data capture architecture for honeynets. This new archi-
tecture includes a hierarchical ontology, a relational data
model basedon the new ontology and a consistert data ac-
cessmethod.What follows is a description of the proposed
architecture and an implementation basedon the architec-
ture.

Il. Our Appr oach

The data capture architecture needsto de ne a data
model which is independert of the format of the data source
and which re ects the conceptual structures involved. Our
approad is basedon the following abstractions: hosts, pro-
cessesnetwork ows, and les. The relationships between
these structures is illustrated in gure 2.
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Fig. 2. Data Model Relationships.

Hosts represert individual instancesof a running oper-
ating system. Hosts contain Processesand are typically
assciated with an IP address. While the asscaiation of
IP addressto Host is unreliable due to NAT etc, from the
perspective of the Honeynet it is su cien t, and since the
end point which is a Honyepot is a known ertity and this
relationship can be reliably discovered. Hosts provide an
abstraction around which we can group all other data, net-
work ow data, processdata and le data. Data from every
data sourcecontributes to the represenation of a host.

Processesre an executing instance of a program which
interacts with the host using system calls. These system
calls include the ability to accessles and communicate
with other hosts. The processabstraction is suited for or-
ganizing system call activity. Suc activity includes socket
calls which can create or terminate network o wsand read,
write, and open calls which e ect les.

Files are what onewould typically think of asdata resid-
ing on the hard drive of a system. It is a contiguous set of
binary data stored as a single unit. They typically have a
name, and are referencedwithin the operating systemwith
someform of identi er such asinode.

For the purposesof our model, we are de ning a network
0 w asa possiblybidirectional communication betweentwo
hosts which involve a pair of end points. These endpoints
are de ned by the IP address, IP protocol number, and
depending on protocol, the port number. Flows can be
related to a host's processdata via the socket system call.

A. Objectives

There are four objectiveswe wish to addresswith he new
architecture:

The data model should be directly basedon this ontol-
ogy and strive to be independert of data source. In the
Genll model, adding a new data capture instrument re-
sults in a new data format, and every analysis tool needs
to be modied to usethe new data source. While it is
unlikely that we can eliminate the needto modify tools to
fully benet from a new data source,we feel that we can
limit the amount of work by keepingthe data accessand



encaling methods consistert. The need for interoperabil-
ity betweenfunctionally equivalent tools provides another
situation wherehaving a sourceindependen standard data
model is necessary

The data model should be capableof expressingthe rela-
tionships betweenthe di erent typesof information in the
model. As an example, a network ow is going to be re-
lated to a host and process,the model should make it easy
to identify that relationship. If we were monitoring system
call activity on a honeypot we should be able to relate a
network ow to a systemcall made by a processon one of
the hosts. This type of monitoring is key to programmatic
identi cation of incident causality[8].

The data should be added to the composite data store
on a continual basisascloseto real-time as practical. This
allowsthe systemto preprocessthe data into the data store
as the data comesin rather than trying to do it at the
momert an analyst asksfor data, thus reducing the work
required from multiple examinations of an evert.

Lastly, it is necessarythat a programmatlly consisten
data accessmethods is provided. In order to allow re-
seardersto automatically sharedata betweenHoneynets,
it is not sucient to simply standardize how we collect
data, but also the methods of represerting and sharing
data.

B. Fast Path and Slow Path

During the construction of our model we obsened that
there are two competing needsof the analyst. Oneis a
high level understanding of the behavior of the intruder
inside the honeypot. This is the needto have a grasp of
the full scope of an intrusion which covers the basic who,
what, where and why questions. The other,is the needto
recover information at the most detailed level available in
order to accurately understand a speci c technique or be-
havior. An exampleof the latter is the needto understand
the exact actions taken within an exploit or the needto
reverse engineering a recovered malware tool. To satisfy
these competing needswe propose the separation of the
data model and accessmethodology into two data paths.

For the high level comprehension, we provide what is
know as fast path data access. Fast path accessprovides
a unied view of events in a relational form, with some
degradation in detail. This data guidesthe analyst toward
interesting everts which may require more detailed analysis
and providesa solid foundation for macroscopice orts suc
astrend analysis. The fast path data is stored in a uni ed
relational model.

For detailed inspection of the \in teresting" everts a slow
path data accesanethod is provided. The slow path access
providesthe level detail neededfor forensictype investiga-
tions, malware analysis, or padket analysis, where accuracy
and detail are paramount. Slow path data is stored in its
canonicalform. Pcap les arethe only canonicalform since

they not only cortain all the information extracted by the
data collection tools but they also contain all the data nec-
essaryto regenerateall our derived data sources?.

We proposethat this hierarchical model can be repre-
sented relationally. We seethis as desirable for two rea-
sons: rst the composite data model we are proposing is
highly relational; second,a relational databasesystem can
provide the desired programmatic consistent data access.

[11. Our Implement ation

The implementation described is the basis for a Hon-
eynet data capture and analysissystemunder developmen
for the next generation Honeywall[9]. For this paper we
provide a brief introduction to the next generation data
capture and data analysis capabilities, the heart of which
are at the core of this paper. In this sectionwe will brie y
cover our enhancemets to the Genll data collection archi-
tecture, our data fusion methodology, and we will examine
analysis capabilities enhancedwith this approach.

A. Data Collection

Key to our making useof the proposedmodel but absen
from the Genll designare multiple data typeswhich are
not explicitly collectedwithin the Genll architecture. This
section addresseshow we collect ead of these new types
of data and why they are important to create a contiguous
composite view of intrusion sequence.

Within the Genll architecture IPTablesis usedto ap-
proximate network ow monitoring with its connection
tracking capability. However, while providing someaspects
of the o w concept,this capability does not provide valu-
able details such as quarntity of data transfered, bidirec-
tionalit y information or end time of a network connection.
Sudh information is desiredto estimate the interest of a
connection, for example one might be more interested in
a bidirectional o w lasting 10 secondsthan a ow lasting
under a secondand consisting of a single packet.

To improve the collection of ow data, we turned to
Argus[10], a tool designed to provide ow monitoring
as de ned by the IP Performance Measuremen Working
Group[11][12]. Argus provides network o w recordswhich
cortain summary detail not provided by IPT ablesconnec-
tion tracking, suc asthe start and end of the ow, num-
ber of bytes transmitted in ead direction and number of
padkets transmitted in ead direction. Similar in design
to snort, Argus collects the canonical network trac data
using libpcap, and it then processeghis data to create a
derived data source. This data sourceis usedto populate
ow related elds in the relational model. Unlik e the Con-
nection Tracking logs, this data doesdescribe the quantit y
of data and duration of eadh ow.

1with the expecption of IDS alerts, since in order to recreate them
we also need the rule set used at that particular time



To augment our understanding of the network activ-
ity and the hosts at either side of a communication, we
added passiwe operating system ngerprin ting capability,
provided by the pOf[13] tool. POf is also a pcap based
monitor that provides an estimate of the operating sys-
tem(OS) used by host that initiates a TCP connection.
This data is useful for two reasons. First, across ows it
allows oneto seeif the apparent host OS is changing for a
given IP sourceproviding an indication that the host might
be behind a NAT. Second,OS identi cation can improve
the accuracy of IDS events through the processof passive
alert veri cation[14][15]. For instancein a situation where
a apache mod_sslexploit[16] is launched againsta non-linux
host, the systemcould detect this discrepancyand treat the
alert with a lower priorit y similar to the approach taken by
RNA[14].

The addition of the Argus and pOf data to the Snort
and padket capture data provides a more comprehensie
represenation of everts than provided in the Genll design.
Further this new data can be organizedaround the concept
of a network ow. However additional data sourcesare
neededto bridge the relational gap betweenthe network
o ws and processe®n a host.

To bridge this gapwe enhancedSelek [6] to monitor net-
work activit y from the host's perspective. Selek is a kernel
baseddata capture tool designedto beinstalled on high in-
teraction honeypots [1]. Balas modied Selek to monitor
socket, processand le activity [17]. These modi cations
provided three necessarycapabilities.

First, Selek was enhancedto monitor socket activity.
Whenewer a honeypot acceptsor createsa network con-
nection, Seked recordsthe IP level attributes as well as
the corresponding host, processand inode. This allows
us to relate a network ow to the specic openinode and
le descriptor usedby a processto servicethe connection.
This data is integral to providing a composite view of the
incident that transcends ow and host data. Once a net-
work connectionassaiated with an intrusion attempt is ob-
sened, we immediately know which inode and processthe
intrusion wastied to. Using this data we can quickly iden-
tify related information such asthe keystrokescaptured by
Sebek.

Second,Selkek wasenhancedto monitor processcreation.
This monitoring allows us to relate one processto another,
rebuilding the processtree. This is important in intru-
sion analysisfor it allows us to track the intrusion forward
from the point of intrusion identifying all processescre-
ated, and any other causally related system activity, such
as outbound network connections[8]. The same capability
can be usedin reverse,if we seean outbound connection
on a honeypot, we can badk track to identify the point of

2pof can only estimate the OS of the TCP initiator, in this example
the OS of the host under attack is known by either manually intro-
duction of the OS by part of the administrator as with a honeypot or
through previous TCP connections initiated by the particular host
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Fig. 3. Data collection and fusion diagram

intrusion.

Lastly, the ability to monitor the opening of les was
added. Coupledwith the procesdree this allowsusto iden-
tify all les accessedspart of anintrusion. This knowledge
canin turn be usedto prioritize data analysise orts. As
an example, presumethat a speci ¢ intruder likesto place
his/her les in a unique location in the le system. Once
this location is identi ed, we can quickly seard preexisting
data for any prior indications of the sameintruder's pres-
ence. This capability can also be usedto create a crude
form of Honeytoken[18] where the act of accessinga cer-
tain le might be deemedan interesting evert requiring
further investigation.

B. Data Fusion

How was dewveloped to combine ead of these data
sourcesinto a composite relational model. It cortinually
consumesdata from ead source, fusing it basedon iden-
tiable relationships and it then loads this data into a
database.

H o w receivesArgus o w, Snort IDS, pOf OS ngerprin ts
and Sebek data. This data oncecombined is then inserted
into a database.

Flow related data, such as Argus and Snort, are corre-
lated basedon corresponding tuples consisting of the IP
protocol number, the sourceand destination IP addresses
and if applicable port numbers which fall within the same

4



time period. This is similar in approac to the way an op-
erating system determineswhich socket a padket is related
to.

Processdata is gathered by Sebek and organized based
on the processID. For every activity monitored by Selek
both the processID and parent processID are recorded.
This combination allows H o w to recover the processtree.
One concern with the processID is that it is a courter
that can roll over. While the processID value eventually
rolls over, during the sameperiod in time no two processes
on a single host will share a processID. Further, in the
unlikely evert that 2 processesshare the same processid
in closetime proximity, it is even more unlikely that the 2
processewill have the samecombination of processid and
parent processid.

File data is linked to processdata by monitoring system
calls that provides us with the processID of the acting
process,and the inode number of the le being acted on.
By monitoring the open and read systemcalls, we are able
to map processactivity to a specic le.

The result of How data fusion is a unied data set
with identi able relationships between the logical cate-
gories. This data is exported in the necessaryformat to
be uploadedinto a relational databasein a continual basis.

However, the databaseis a reducedrepresenation of the
complete systemactivity record. As a result, we also store
the networks full padket capture to provide detailed anal-
ysis of process o ws and to have a badkup of the canonical
data source.

To bridge the gap betweenthe slow path packet capture
data and the fast path data, the pcap_api was developed,
this tool allows analysts to download a dynamically gen-
erated pcap le using the database ID corresponding to
a ow in the Ho w databaseas input. When an analyst
is examining the fast path data and identied a network
0w requiring closer examination, the pcap_api is usedto
extract only the raw data that matchesin time and IP
headerinfo de ned by the referenced o w.

The mapping of ead data capture tool to the categories
of data produced can be seenin table I.

TABLE |

Mapping capture tool to model categories

| Tools | Flow | Host | Process]| File |

Argus | Yes

pOf Yes | Yes

Snort | Yes

Selek | Yes | Yes | Yes Yes

C. Data Analysis

To demonstrate the utilit y of of the fast path and slow
path data model, we developed Walleye a web basedHon-
eynet data analysisinterface. The purposeof the interface

is not to be a comprehensie or monolithic analysis plat-
form. It is designedto facilitate intrusion sequencecom-
prehensionthought the presenation of a sequence-cenic,
composite view of the data. By this we meanthat the view
of the data we provide is a composite of ead of the raw
data sources. If successful,what the analyst perceivesis
the greater than any with any single sourceof data. It is
hoped that the composite view provided by Walleye, which
spans multiple data sourcewill improve the analyst's ca-
pability to quickly perceive the intrusion sequence. This
allows the analyst to look not just at an IDS ewent, but
look at that evert in the context of the e ects of the evert
on system activity and side e ects. This context exists
today but requires manual e ort to identify. By using the
relational model we can automatically identify this context
and provide it to the analyst, ideally improving accuracy
and e ciency , by remaoving the needto manually identify
relations and compiling the composite evert view.

Figures 4 and 5 provide illustrations of how Walleye uses
the relational model to generatecomposite evert views. In
the rst illustration, we seea composite view of di erent
data srouces:pO0f, Argus and Snort organizedinto a single
unit or group. In the secondwe shov how we can usedata
from acrossgroupsto provide a comprehensie overview of
an intrusion sequence.

Figure 4 shows the current represenation of a ow.
From the image we can obsener se\eral features: (i) This
is a bidirectional ICMP o w, whoseinitiator is 10.0.1.13,
(ii) 2655dierent alerts are collapsedinto a uni ed pic-
ture (three dierent alerts launched 855 times ead at the
right side of the picture), (iii ) 877 padkets where sert in
ead direction during this ow and (iv) the OS ngerprin t
is unknown for this connection. This chart combinesinfor-
mation from three di erent data sources: Argus, POf and
Snort and preseris them to the analyst in a related and
aggregatedfashion.

Figure 5 shows the tracking of an intrusion sequence
acrosstwo honeypots. The processtree diagrams are au-
tomatically generated by walleye based on the host and
processdata, and can alsouseto ow data to relate activ-
ity on multiple honeypots. In this visualization, we see2
typesof objects, processesand IDS alerts. Processesden-
tied by the Host and PID columns followed by the list of
command namesthe processexecutedas. Processesvhich
at some point executed with root privileges have a solid
white badkground, those which are non-root have shaded
background on the row headers. DS alerts are represerted
as 2 row and typically longer rectangles,which display the
classof the alert and the speci c alert. Also of note in the
graph is the directional arrows, these shaw the progression
of the incident.

The referenced graph was generated as a result of a
staged intrusion where we manually broke into our own
honeypots, as part of this we also preinstalled a few tools
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Fig. 4. Flow abstraction as used by Walleye

Fig. 5. Example visualization of multi-data source intrusion sequence

to keepthe graph su cien tly simple for illustrativ e pur-
poses.In the Figure 5illustration weaintruder gain access
to Honeypot *.*.*.25 using a preinstalled bintty baddoor.
The intruder then usedthe open-too-sslexploit to attack
the ***.26 honeypot. We can seethe point where the
intruder gained accessto *.*.*.26 was from host *.*.*.25
processID 6811to host *.*.*.26 processID 5648 and pro-
cessID 5676. Once on the *.**.26 host the intruder ran
the ptr exploit which took advantage of a ptrace vulnera-
bilit y to gain root access.Onceroot accessvasgained, the

bintty backdoor was launched to provide remote access.

This visualization is primarily basedon 2 data sources,
Sebek and Snort. It shaws in a single visualization the se-
guenceof everts that occured during the intrusion. From
this visualization we can identify the exact point where
the intruder gainedaccesgo ead host, which processwas
exploited to gain root accessand which processeson the
systemwerecreatedby the intruder. While it doesnot pro-
vide the greatestlevel of detail, we feelthat it doesprovide
a composite intrusion sequenceview which will improve



overall comprehension.

In the Walleye interface this visualization is a clickable
image map. The analyst can then click on an elemen in
the graph to increasethe level of detail. For a givenprocess
the analyst can click on the icon and would seea summary
of system activity for that process,suc as a log of all
keystrokes.

IV. Limit ations

As any with implementation there are somelimitations
on our apprach we will addressthem, focusing on the two
most important componerts of our system: H o w and Se-
bek.

A. How

The H o w systemis basedupon a number of individual
componerts, the data collection tools, the H o w daemon
itself, and the database.H o w's output is a relational rep-
resertation of the model and the bene ts of this represen-
tation comeat the price of complexity. Complexity leads
to increasedfailure probability due to the dependency of
many interacting parts. To handle the error rate and be-
causenot all failures have the sameimpact, we addressthe
e ect of speci c componert failures.

Table Il providesa of componert failure impact. In this
graph the impact is de ned asfollows. High impact means
that the systemhasa total lossof ability to obsene everts.
Medium impact meanswe have lost a signi cant ability to
relate one data sourceto another, or that we have lost
on derived data source. Low impact meanswe have lost a
data sourcebut that the data sourcewas of a supplemeral
nature. Variable lossmeansthe impact is dependert on the
error which is cortinuous rather than discrete.

TABLE I
Component err ors & impact

| Comp. | Error | Resulting Loss | Impact
Traf. Rec. | crash slow path data High
pOf crash OS identi cation Low
Snort crash Intrusion Detection Low
Argus crash non-IDS ows Med
Selekd crash All Host Data Med
correlation Proc/Flow | Med
How crash All fast path data High
libpcap pkt loss | accuracy Variable

Looking badk at the H o w schemaittic, it is apparert that
the How daemonis a single point of failure for the fast
path data and the trac recorder is the single point of
failure for the slow path data.

Attack vectorsrepresen scenarioswherean intruder can
speci cally causea failure in a componert. Many of these
attacks are essetially Denial of Servicetype attacks based
on resourcestarvation.

In the caseof H o w, e orts have beenmadeto mitigate
the impact of such DoS attacks. Within H o w there is a
bu er of currently active ow data. This bu er is required
to account for non-syncronous delivery of data from each
of the four data sources. Each time a ow ertry is up-
dated a timeout value is updated, astheserecordsgo stale
they are purged from the bu er basedon a de ned timeout
value. Given that this buer is inherently limited in size,
the most likely attack vectoris to Il this bu er.

One approad is to create as many distinct ows in a
unit of time, assumingthis doesn't crash Argus, this would
potentially I the How ow bu er, to mitigate this risk,
H o w has a parameter that de nes a high water mark in
the form of number of active ows, when this number is
exceededH o w will preferertially drop o ws which which
do not exhibit a bidirectional o w of data.

As with all of the cortributing componerts, future work
will be neededto understand H o w's operation ernvelope.
The use of connection rate limiting and bandwidth rate
limiting provides additional mitigation. Connection limit-
ing or bandwith rate limiting will bound the state creation
and thusthe bu er neededby H o w to avoid DoSto canbe
preciselydetermined. DoS attacks would then be restricted
to libp cap basedtools.

B. Selek

As it relates to Selek there are two limitations to our
approad.

On the current systemwe cannot obsene raw sockets as
aresult, if anintruder usesa userland IP stack which com-
municated with the operating system using a raw socket,
then we would be unable to correlate the processactivity
to the network activity.

A secondproblem we have with Selek is that we expect
the o w of executionto follow the expected processmodel.
For instanceif a piece of malware beginsto executewithin
the kernel context we will be unableto monitor the system.
Further if a pieceof malware is able to jump laterally from
oneexecuting processto another[19],our ability to recreate
a meaningful processtree have to be reconsidered.

V. Previous Work
A. Previous Models and Data Fusion

Modeling of system behavior by the means of system
call monitoring have beenstudied by Forrest et al.[20] and
by Provos [21]. These e orts have focused on intrusion
detection and/or sandboxing. They provide evidencethat
system call monitoring can be performed on operational
systemswhich an acceptablelevel of performance.

Procesdree recovery through systemcall monitoring was
rst expressedby King et al. [22][8] in the CoVirt sys-
tem. The featuresaddedto Sebek for this proposedGenll|
architecture are conceptually equivalent to those outlined
though the implementation details di er.



The IDS correlation objectives are very similar from
ours. As expressedby Heateala et al. the function of cor-
relation is the: (i)Aggregation of related alerts, (ii) Cor-
relation of di erent information sourcesand (iii) Context
Correlation. In our systemwe have the three componerts,
but in our casecorrelation of di erent information sources
and context correlation are the same. The nal objective
remains clear: we needto provide a better understanding
of the statesthe systemwent through during an intrusion.

B. Data Analysis

A popular tool for honeynet data analysisis the \Hon-
eynet security Console"[23]. This providesa solid example
of the data-certric non-relational honeynet data analysis.
The accessmethod is uniform acrossdata types, yet it is
lacking the ability relate data from di erent sourcesor to
create a composite represenation of an intrusion event se-
guence. Although this tool hasaided in comprehension,it
leavesroom for improvemert in the areaof composite event
represenation. We anticipate that tools suc as this will
bene t the ideasoutlined in this work.

VI. Future W ork/Br

We feel that the fusion of multiple data sourcesinto
a relational represeration with a common accessmethod
will facilitate a new generation of data analysistechniques.
These techniques will benet from the ability to obsene
an evert in the context of its causeand its impact on the
honeynet system, and on the ability to use the relational
structure to automatically extract unidenti ed intrusion se-
guencesfrom the raw data creating a repository of con-
rmed intrusions. Within network data, contextual aware-
nesshas beenusedto improve IDS alert reliabilit y and we
feel the sametype of improvemert can be made by pro-
viding context awarenesswhich transcendsboth network,
host and processdata.

Monitoring data might prove a useful addition to pro-
duction systemsto facilitate incident response. The key
value of Selek is its ability to record volatile system data.
This data allows us to identify all network connections le
and processesrelated to an incident, all of which exists
temporarily as state information within the operating sys-
tem. As this information is powerful for improving hon-
eynet data analysis, it should be equally useful for incident
response.

For non-researt honeynets,this approac should be well
suited to increasethe level of automation usedin honey-
pots usedto generateanti-virus signaturesor intrusion sig-
natures. Maybe even create automated incident reports
in a open format such asthe onesbeing dewveloped by the
IETF-INCH group.

In our current implementation only the Linux version of
the Selbek client has been enhanced. we will be working
with dewvelopersto enhancethe remaining version of Sebek

oader Impact

to provide he necessarysocket and processtracking.

Another direction initially explored by d'Oray et al.[24]
is the integration of le system monitoring into Selek.
The addition of le system monitoring into Sekek and ul-
timately into Ho w may provide a link to disk forensics.
We feel that with the addition of disk forensicsdata sud
as that provided by tools like the Sleuth Kit[25] analysts
may be ableto usevolatile data to optimize the analysis of
persistert disk data.
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