
Honeynet  Chal l enge #27 
 
Bef or e anyt hi ng,  I  downl oaded t he f i l e sot m27. t gz f r om t he Honeynet  Pr oj et  
Websi t e and check t he MD5 s i gnat ur e,  whi ch was cor r ect .  Then,  we coul d begi n 
t r y i ng t o answer  t he quest i ons. . .  
 
Begi nner  Quest i ons:  
 
What  i s  I RC? 
 
I RC st ands f or  " I nt er net  Rel ay Chat " .  Thi s  pr ot ocol ,  def i ned by t he RFC1459,  
al l ows c l i ent s t o connect  t o i nt er connect ed I RC ser ver s,  and t o send and r ecei ve 
t ext  messages t o and f r om ot her s connect ed c l i ent s,  i n r eal  t i me:  i t ' s  a chat  
pr ot ocol ,  di st r i but ed over  mul t i pl e ser ver s.  Lat est  devel opement s al l ow user s t o 
send and r ecei ve f i l es,  wi t h ot her  i mpr ovement s.  
 
What  message i s  sent  by an I RC cl i ent  when i t  asks t o j oi n an I RC net wor k? 
 
The RFC 1459 st at es t he USER command i s  used when a c l i ent  want s t o j oi n an I RC 
net wor k.  When a c l i ent  i ssue t hi s  command,  t he par amet er s used ar e:  <user name> 
<r eal name>.  The " user name"  pr ovi des t he name t he user  wi l l  be known wi t h by t he 
ser ver ,  and t he " r eal name"  was or i gi nal l y  cr eat ed t o keep t r ack of  t he i dent i t y  
behi nd t he ni cknames of  user s.  As expl ai ned i n t he RFC,  t he user  can easi l y  l i e 
on t he " r eal name"  par amet er ,  so i t s  TRUC i s  onl y  pr act i cal .  
 
What  i s  a bot net ? 
 
A bot net  i s  gener al l y  a bl ackhat - cont r ol l ed I RC net wor k of  i nt er connect ed 
ser ver s and c l i ent s,  wher e he can manage t he machi nes he compr omi sed.  Act ual l y ,  
t he hacker  i nst al l s  an I RC cl i ent  scr i pt  on each box he gai ns access.  Thi s  
scr i pt  i s  an I RC cont r ol l ed t r oj an,  whi ch aut omat i cal l y  connect s t o pr edef i ned 
I RC ser ver s and channel s.  Then,  by i ssui ng commands i n t he channel  or  t o t he 
mai n ser ver ,  t he hacker  can send speci f i c  commands t o hi s  connect ed " bot s"  
( r obot s) .  
 
What  ar e bot net s commonl y used f or ? 
 
Bot net s ar e commonl y used by bl ackhat s t o l aunch at t acks,  par t i cul ar l y  
Di st r i but ed Deni al  of  Ser v i ce at t acks,  usi ng t he numer ous host s he manages 
t hr ough t he I RC channel .  Dependi ng on t he t r oj an i nst al l ed on compr omi sed 
machi nes,  possi bl e at t acks r ange f r om I RC f l ood t o Tear dr op or  I CMP DoS.  
 
What  TCP por t s  does I RC gener al l y  use? 
 
The I ANA of f i c i al  TCP/ I P por t  assi gnement  ( ht t p: / / www. i ana. or g/ assi gnment s/ por t -
number s)  st at es t hat  por t s  194,  529,  994,  and t he 6665- 6669 r ange,  bot h TCP and 
UDP,  ar e r eser ved f or  I RC use,  wi t h di f f er ent  var i ant s.  Act ual l y ,  t he 6666 and 
6667 por t s  ar e commonl y used by c l i ent s t o connect  t o I RC ser ver s.  
 
What  i s  a bi nar y l og f i l e and how i s  one cr eat ed? 
 
A bi nar y l og f i l e i s  l og f i l e usi ng t he pcap f or mat ,  al so known as " t cpdump 
f or mat " .  Thi s  t ype of  l og f i l e al l ow appl i cat i ons t o qui ckl y  dump net wor k 
packet s i n a s i ngl e bi nar y f i l e,  whi ch can be i nt er pr et ed and pr esent ed i n t ext  
f or mat  by al most  al l  net wor k sni f f er s l i ke t cpdump,  et her eal ,  or  snor t .  
 
What  I RC ser ver s di d t he honeypot ,  whi ch has t he I P addr ess 172. 16. 134. 191,  
communi cat e wi t h? 
 
We choose t o use t he Snor t  package t o par se t he bi nar y l og f i l e,  because of  i t s  
I DS capabi l i t i es and ease of  use.  I ssui ng t he command:  " snor t  - dev - r  sot m27 sr c 



172. 16. 134. 191 and dst  por t  6666- 6669"  gi ves us al l  t he packet s sent  f r om t he 
honeypot  t o I RC ser ver s,  as we l ear ned above t hat  t he I RC ser ver  por t  r ange goes 
f r om 6666- 6669.  Mor eover ,  we know t hat  i n or der  t o connect  t o a ser ver ,  a c l i ent  
or  anot her  ser ver  wi l l  i ssue a USER command,  gener al l y  af t er  a NI CK command.  
Pi pi ng t he out put  of  t he pr evi ous command t o a " gr ep - A 5 - B 5 NI CK" ,  we now 
have al l  t he connect i on r equest s i ssued by t he honeypot .  
We t hus can see t hr ee connect i ons t o I RC Ser ver s on t he I nt er net :  
The f i r s t  on Mar ch 6t h,  at  5: 56: 16. 794916,  t o t he ser ver  63. 241. 174. 144 ( no DNS 
ent r y) ,  t he honeypot  i ssued t he f ol l owi ng commands:  
NI CK eohi sou 
USER eohi sou l ocal host  l ocal host  : eohi sou 
 
Then,  a f ew seconds l at er ,  at  5: 56: 37. 569359 t o t he ser ver  217. 199. 175. 10 
( ns2. car al ar muk. com) :  
NI CK r gdi uggac 
USER r gdi uggac l ocal host  l ocal host  : r gdi uggac 
 
Fi nal l y ,  t he same day at  6: 23: 19. 767469 t o t he ser ver  209. 196. 44. 172 
( i pdwbc0271at l 2. publ i c . r egi st er edsi t e. com) :  
NI CK r gdi uggac 
USER r gdi uggac l ocal host  l ocal host  : r gdi uggac 
 
Not e t he r andom user name t aken by t he ser ver .  The ver y shor t  t i me bet ween t he 
t wo f i r s t  connect i ons l et  us t hi nk t he f i r s t  ser ver  c l osed t he connect i on,  
what ever  t he r eason.  The out put  of  t he " snor t  - dev - r  sot m27 sr c 63. 241. 174. 144 
and dst  172. 16. 134. 191"  command conf i r m t hi s,  as we can see a c l osi ng connect i on 
packet ,  at  5: 56: 36. 406108:  
 
63. 241. 174. 144: 6667 - > 172. 16. 134. 191: 1133 TCP TTL: 52 TOS: 0x0 I D: 29429 I pLen: 20 
DgmLen: 111 DF 
* * * AP* * *  Seq:  0x9267193E  Ack:  0xDBDA75FE  Wi n:  0x7B68  TcpLen:  20 
45 52 52 4F 52 20 3A 43 6C 6F 73 69 6E 67 20 4C  ERROR : Cl osi ng L 
69 6E 6B 3A 20 5B 65 6F 68 69 73 6F 75 40 32 35  i nk:  [ eohi sou@25 
35 2E 32 35 35 2E 32 35 35 2E 32 35 35 5D 20 28  5. 255. 255. 255]  (  
43 6F 6E 6E 65 63 74 69 6F 6E 20 54 69 6D 65 64  Connect i on Ti med 
20 4F 75 74 29 0D 0A                              Out ) . .  
 
The second connect i on was al so qui ckl y  c l osed,  wi t h t he f ol l owi ng packet ,  but  
appar ent l y  di dn' t  r econnect  bef or e t he t hi r d at t empt  at  6: 23:  
 
03/ 06- 05: 56: 38. 001313 0: E0: B6: 5: CE: A - > 0: 5: 69: 0: 1: E2 t ype: 0x800 l en: 0x96 
217. 199. 175. 10: 6667 - > 172. 16. 134. 191: 1139 TCP TTL: 45 TOS: 0x0 I D: 43467 I pLen: 20 
DgmLen: 136 DF 
* * * AP* * *  Seq:  0x97EE9F11  Ack:  0xDC32A128  Wi n:  0x7D78  TcpLen:  20 
45 52 52 4F 52 20 3A 43 6C 6F 73 69 6E 67 20 4C  ERROR : Cl osi ng L 
69 6E 6B 3A 20 72 67 64 69 75 67 67 61 63 5B 7E  i nk:  r gdi uggac[ ~ 
72 67 64 69 75 67 67 61 63 40 32 35 35 2E 32 35  r gdi uggac@255. 25 
35 2E 32 35 35 2E 32 35 35 5D 20 28 53 6F 72 72  5. 255. 255]  ( Sor r  
79 2C 20 73 65 72 76 65 72 20 69 73 20 66 75 6C  y,  ser ver  i s  f ul  
6C 20 2D 20 74 72 79 20 6C 61 74 65 72 29 0D 0A  l  -  t r y  l at er ) . .  
 
 
 
Dur i ng t he obser vat i on per i od,  how many di st i nct  host s accessed t he bot net  
associ at ed wi t h t he ser ver  havi ng I P addr ess 209. 196. 44. 172? 
 
Each t i me a host  accessed t he bot net ,  i t  t r i ed t o j oi n a channel ,  appar ent l y  
named " #x. . . . . . . x" ,  f r om whi ch t he bl ack hat  seems t o oper at e.  At  t hi s  t i me,  t he 
ser ver  209. 196. 44. 172 i ssued a message t o t he ot her s ser ver s of  t he bot net ,  
i nc l udi ng t he honeypot ,  t o war n t hem t hat  a new user  j oi ned t he channel .  The 
command used t o per f or m t hi s  i s  t he JOI N command.  By t ypi ng t he f ol l owi ng on our  



l ab box:  " snor t  - dev - r  sot m27 sr c 209. 196. 44. 172 and dst  172. 16. 134. 191 |  gr ep 
- A 5 - B 5 JOI N"  we can see packet s sent  by t he mai n I RC ser ver  of  t he bot net  t o 
i nf or m t he ot her  ser ver s t hat  a new user  has j oi ned t he channel .  Repl aci ng t he 
" gr ep - A 5 - B 5 JOI N"  by a " gr ep - c  JOI N"  gi ves us t he count  of  mat chi ng l i ne:  
t he r esul t  i s  7135.  
 
 
Assumi ng t hat  each bot net  host  has a 56 kbps net wor k l i nk,  what  i s  t he aggr egat e 
bandwi dt h of  t he bot net ? 
 
I t ' s  t empt i ng t o do a s i mpl e 56x7135,  but  i t  woul d be i ncompl et e:  we f or got  t he 
al r eady connect ed c l i ent s.  Thi s  number  i s  gi ven by one of  t he f i r s t  packet  sent  
by t he 209. 196. 44. 172 machi ne upon connect i on of  t he honeypot  t o t he bot net .  
 
03/ 06- 06: 23: 19. 898919 0: E0: B6: 5: CE: A - > 0: 5: 69: 0: 1: E2 t ype: 0x800 l en: 0x436 
209. 196. 44. 172: 6667 - > 172. 16. 134. 191: 1152 TCP TTL: 52 TOS: 0x0 I D: 5886 I pLen: 20 
DgmLen: 1064 DF 
* * * AP* * *  Seq:  0xFE4C0163  Ack:  0xF544C60B  Wi n:  0x7D78  TcpLen:  20 
3A 69 72 63 35 2E 61 6F 6C 2E 63 6F 6D 20 30 30  : i r c5. aol . com 00 
31 20 72 67 64 69 75 67 67 61 63 20 3A 57 65 6C  1 r gdi uggac : Wel  
63 6F 6D 65 20 74 6F 20 74 68 65 20 49 6E 74 65  come t o t he I nt e 
72 6E 65 74 20 52 65 6C 61 79 20 4E 65 74 77 6F  r net  Rel ay Net wo 
72 6B 20 72 67 64 69 75 67 67 61 63 0D 0A 3A 69  r k  r gdi uggac. . : i  
72 63 35 2E 61 6F 6C 2E 63 6F 6D 20 30 30 32 20  r c5. aol . com 002  
72 67 64 69 75 67 67 61 63 20 3A 59 6F 75 72 20  r gdi uggac : Your   
68 6F 73 74 20 69 73 20 69 72 63 35 2E 61 6F 6C  host  i s  i r c5. aol  
2E 63 6F 6D 5B 69 72 63 35 2E 61 6F 6C 2E 63 6F  . com[ i r c5. aol . co 
6D 2F 36 36 36 37 5D 2C 20 72 75 6E 6E 69 6E 67  m/ 6667] ,  r unni ng 
20 76 65 72 73 69 6F 6E 20 32 2E 38 2F 68 79 62   ver s i on 2. 8/ hyb 
72 69 64 2D 36 2E 33 2E 31 0D 0A 4E 4F 54 49 43  r i d- 6. 3. 1. . NOTI C 
45 20 72 67 64 69 75 67 67 61 63 20 3A 2A 2A 2A  E r gdi uggac : * * *  
20 59 6F 75 72 20 68 6F 73 74 20 69 73 20 69 72   Your  host  i s  i r  
63 35 2E 61 6F 6C 2E 63 6F 6D 5B 69 72 63 35 2E  c5. aol . com[ i r c5.  
61 6F 6C 2E 63 6F 6D 2F 36 36 36 37 5D 2C 20 72  aol . com/ 6667] ,  r  
75 6E 6E 69 6E 67 20 76 65 72 73 69 6F 6E 20 32  unni ng ver s i on 2 
2E 38 2F 68 79 62 72 69 64 2D 36 2E 33 2E 31 0D  . 8/ hybr i d- 6. 3. 1.  
0A 3A 69 72 63 35 2E 61 6F 6C 2E 63 6F 6D 20 30  . : i r c5. aol . com 0 
30 33 20 72 67 64 69 75 67 67 61 63 20 3A 54 68  03 r gdi uggac : Th 
69 73 20 73 65 72 76 65 72 20 77 61 73 20 63 72  i s  ser ver  was cr  
65 61 74 65 64 20 53 75 6E 20 4A 61 6E 20 31 39  eat ed Sun Jan 19 
20 32 30 30 33 20 61 74 20 31 39 3A 30 34 3A 30   2003 at  19: 04: 0 
33 20 50 53 54 0D 0A 3A 69 72 63 35 2E 61 6F 6C  3 PST. . : i r c5. aol  
2E 63 6F 6D 20 30 30 34 20 72 67 64 69 75 67 67  . com 004 r gdi ugg 
61 63 20 69 72 63 35 2E 61 6F 6C 2E 63 6F 6D 20  ac i r c5. aol . com  
32 2E 38 2F 68 79 62 72 69 64 2D 36 2E 33 2E 31  2. 8/ hybr i d- 6. 3. 1 
20 6F 4F 69 77 73 7A 63 72 6B 66 79 64 6E 78 62   oOi wszcr kf ydnxb 
20 62 69 6B 6C 6D 6E 6F 70 73 74 76 65 0D 0A 3A   bi k l mnopst ve. . :  
69 72 63 35 2E 61 6F 6C 2E 63 6F 6D 20 30 30 35  i r c5. aol . com 005 
20 72 67 64 69 75 67 67 61 63 20 57 41 4C 4C 43   r gdi uggac WALLC 
48 4F 50 53 20 50 52 45 46 49 58 3D 28 6F 76 29  HOPS PREFI X=( ov)  
40 2B 20 43 48 41 4E 54 59 50 45 53 3D 23 26 20  @+ CHANTYPES=#&  
4D 41 58 43 48 41 4E 4E 45 4C 53 3D 32 30 20 4D  MAXCHANNELS=20 M 
41 58 42 41 4E 53 3D 32 35 20 4E 49 43 4B 4C 45  AXBANS=25 NI CKLE 
4E 3D 39 20 54 4F 50 49 43 4C 45 4E 3D 31 32 30  N=9 TOPI CLEN=120 
20 4B 49 43 4B 4C 45 4E 3D 39 30 20 4E 45 54 57   KI CKLEN=90 NETW 
4F 52 4B 3D 58 4E 65 74 20 43 48 41 4E 4D 4F 44  ORK=XNet  CHANMOD 
45 53 3D 62 65 2C 6B 2C 6C 2C 69 6D 6E 70 73 74  ES=be, k, l , i mnpst  
20 45 58 43 45 50 54 53 20 4B 4E 4F 43 4B 20 4D   EXCEPTS KNOCK M 
4F 44 45 53 3D 34 20 3A 61 72 65 20 73 75 70 70  ODES=4 : ar e supp 
6F 72 74 65 64 20 62 79 20 74 68 69 73 20 73 65  or t ed by t hi s  se 
72 76 65 72 0D 0A 3A 69 72 63 35 2E 61 6F 6C 2E  r ver . . : i r c5. aol .  



63 6F 6D 20 32 35 31 20 72 67 64 69 75 67 67 61  com 251 r gdi ugga 
63 20 3A 54 68 65 72 65 20 61 72 65 20 30 20 75  c  : Ther e ar e 0 u 
73 65 72 73 20 61 6E 64 20 34 37 35 32 20 69 6E  ser s and 4752 i n 
76 69 73 69 62 6C 65 20 6F 6E 20 34 20 73 65 72  v i s i bl e on 4 ser  
76 65 72 73 0D 0A 3A 69 72 63 35 2E 61 6F 6C 2E  ver s. . : i r c5. aol .  
63 6F 6D 20 32 35 32 20 72 67 64 69 75 67 67 61  com 252 r gdi ugga 
63 20 31 20 3A 49 52 43 20 4F 70 65 72 61 74 6F  c  1 : I RC Oper at o 
72 73 20 6F 6E 6C 69 6E 65 0D 0A 3A 69 72 63 35  r s  onl i ne. . : i r c5 
2E 61 6F 6C 2E 63 6F 6D 20 32 35 34 20 72 67 64  . aol . com 254 r gd 
69 75 67 67 61 63 20 34 20 3A 63 68 61 6E 6E 65  i uggac 4 : channe 
6C 73 20 66 6F 72 6D 65 64 0D 0A 3A 69 72 63 35  l s  f or med. . : i r c5 
2E 61 6F 6C 2E 63 6F 6D 20 32 35 35 20 72 67 64  . aol . com 255 r gd 
69 75 67 67 61 63 20 3A 49 20 68 61 76 65 20 33  i uggac : I  have 3 
34 36 20 63 6C 69 65 6E 74 73 20 61 6E 64 20 31  46 c l i ent s and 1 
20 73 65 72 76 65 72 73 0D 0A 3A 69 72 63 35 2E   ser ver s. . : i r c5.  
61 6F 6C 2E 63 6F 6D 20 32 36 35 20 72 67 64 69  aol . com 265 r gdi  
75 67 67 61 63 20 3A 43 75 72 72 65 6E 74 20 6C  uggac : Cur r ent  l  
6F 63 61 6C 20 20 75 73 65 72 73 3A 20 33 34 36  ocal   user s:  346 
20 20 4D 61 78 3A 20 33 34 38 0D 0A 3A 69 72 63    Max:  348. . : i r c  
35 2E 61 6F 6C 2E 63 6F 6D 20 32 36 36 20 72 67  5. aol . com 266 r g 
64 69 75 67 67 61 63 20 3A 43 75 72 72 65 6E 74  di uggac : Cur r ent  
 
We t hen see t hat  4752 c l i ent s ar e al r eady connect ed at  t hi s  t i me.  Addi ng t he 
7135 ones whi ch j oi ned l at er ,  we f i nd a number  of  11887 host s connect ed.  
11887x56kbps=665, 7Mbps ( 665. 672kbps) ,  or  r oughl y 83MB/ s.  Thi s  i s  of  cour se a 
ver y huge pot ent i al  bandwi dt h,  especi al l y  i f  used t o f l ood a s i ngl e ser ver  on 
t he I nt er net .  Thi s  c l ear l y  shows how t hi s  Di st r i but ed Deni al  of  Ser v i ce at t acks 
can br i ng down even ser ver s wi t h a ver y hi gh bandwi dt h connect i on.  
I f  we do t he same wi t h t he number  pr ovi ded i n t he pr esent at i on page ( 15, 164) ,  we 
t hen f i nd an aggr egat e bandwi dt h of  106MBps.  No comment .  
 
 
I nt er medi at e Quest i ons  
 
 
What  I P sour ce addr esses wer e used i n at t acki ng t he honeypot ? 
 
As t he honeypot  i s  not  r ef er enced i n any way on t he I nt er net ,  we can assume t hat  
ever y connect i on made t o t he box i s  suspi c i ous.  Thus,  a t cpdump f i l t er  whi ch 
sear ch f or  packet s wi t h onl y  t he SYN bi t  checked coul d gi ve us al l  t he TCP 
connect i on at t empt s,  f r om at t acker s,  wor ms. . .  Thus t he command " snor t  - dev - r  
sot m27 t cp[ 13]  == 2 and dst  172. 16. 134. 191"  gi ve us t he r esul t .  We need t o 
f i l t er  t hi s  f i l e i n or der  t o c l ean t he mul t i pl e connect i ons at t empt s f r om si ngl e 
host s.  I deal l y ,  ( = i f  I  had t he t i me t o do so : ) ,  i  woul d have wr ot e a scr i pt  
whi ch woul d have count  t he number  of  di st i nct  host s.  The r eal i t y  i s  f ar  l ess 
gl or i ous:  i  used Excel  and " gr ep - v"  t o manual l y  c l ean t he r esul t s,  and I  
f i nal l y  come t o a number  of  78 I P addr esses,  whi ch had t r i ed t o connect  t o t he 
honeypot .  Obvi ousl y,  t hi s  r esul t  doesn' t  t ake i nt o account  t he UDP connect i ons 
at t empt s.  Ther e ar e a l ot  of  UDP connect i on,  especi al l y  i n t he begi nni ng of  t he 
l og f i l e,  appar ent l y  caused by t he pr opagat i on of  t he r ecent  MSSQL Wor m.  
Never t hel ess,  I  di dn' t  not i ced any possi bl e human act i v i t y  usi ng t hi s  pr ot ocol  
i n t he l og f i l e.  
 
What  vul ner abi l i t i es di d at t acker s at t empt  t o expl oi t ? 
 
Ouch!  Fr i day t he 25t h? I  desper at l y  need t i me! . . .  By wat chi ng t he f i l e cr eat ed 
f r om t he out put  of  t he " snor t  - dev - r  sot m27 t cp[ 13]  == 2 and dst  
172. 16. 134. 191"  command,  we can qui ckl y  see t he at t acked por t s.  Usi ng Excel ,  
agai n,  we can see t he f ol l owi ng por t s  accessed:  
21 
57 



80 
111 
135 
139 
445 
1080 
1433 
I  vol unt ar l y  not  ment i onned t he whol e por t s  scanned by t he I P addr ess 
24. 197. 194. 106.  The most  i mpor t ant  par t  i s  t aken by at t acks on por t  139,  and 
t hen on por t  445,  and af t er  por t  1433.  We can say ( wi t hout  any evi dence)  t he t op 
vul ner abi l i t i es at t empt ed by at t acker s t o be expl oi t ed wer e Net bi os and MS- SQL 
ones.  Sor r y f or  t he l ack of  det ai l s ,  I ' l l  do bet t er  next  t i me : )  
 
Whi ch at t acks wer e successf ul ? 
 
As f ar  as I  know,  onl y  t he at t ack comi ng f r om t he I P addr ess 210. 22. 204. 101 was 
successf ul .  The at t acker  appar ent l y  used a met hod s i mi l ar  t o a wor m r ecent l y  
di scover ed,  usi ng t he SMB pr ot ocol .  I t  f i r s t  connect  t o t he 445 TCP por t ,  and 
t hen t r y  t o connect  t o t he v i ct i m host  I PC$.  The Et her eal  out put  shows numer ous 
" SMB Pi pe Tr ansact NmPi pe Request " ,  but  I  haven' t  f ound t he t i me t o l ear n mor e 
about  SMB,  t hus I  don' t  r eal l y  know what ' s  happeni ng. . . : (  The wor m I  r ef er r ed 
ear l i er  t r i es di f f er ent  passwor ds i n or der  t o successf ul l y  connect  on t he 
machi ne.  I  suspect  t he at t acker  t o have done t he same t hi ng,  gi ven t he 
admi ni st r at or  passwor d was bl ank.  I  al so saw at t empt s f r om t he same at t acker  t o 
expl oi t  t he I I S I DA vul ner abi l i t y  usi ng di f f er ent  scans,  never t hel ess I  coul dn' t  
f i nd t he successf ul  at t ack t hat  gave t he at t acker  cont r ol  of  t he box,  but  I  
l at er  f ound usi ng t he " st r i ngs"  command on t he bi nar y l og f i l e,  some unusual  
s t r i ngs i n a net wor k capt ur e:  " Get Pr ocA" ,  " . dl l " ,  " Thi s  pr ogr am cannot  be r un i n 
DOS mode" .  I  t r i ed t o f ound t hi s  st r i ngs usi ng snor t  and gr ep,  and i t  seems t he 
at t acker  succeeded i n i nst al l i ng a r emot e cont r ol  t ool  on t he box.  I  di dn' t  
manage t o cor r el at e t he I RC ser ver  st uf f  wi t h t hi s  at t ack. . .  
 
 
What  di d you l ear n about  anal ysi s  as a r esul t  of  s t udyi ng t hi s  scan? 
 
Fi r st ,  i t ' s  ver y t i me consumi ng! : )  Ser i ousl y,  I  r eal l y  want ed t o do such a 
t hi ng,  and I ' m ver y happy t o had t hi s  oppor t uni t y.  I  l ear ned not  t o f ocus on 
onl y  one t ool  t o do my anal ysi s,  and t o f i r s t l y  t r y  t o have a gl obal  v i ew of  t he 
net wor k capt ur e and what  happened,  bef or e di ggi ng t o much one s i ngl e event .  I  
al so l ear ned t o have a t ool k i t  r eady,  and not  begi n downl oadi ng t ool s  once t he 
chal l enge i s  st ar t ed : )  
 
 
How do you ant i c i pat e bei ng abl e t o appl y your  new knowl edge and ski l l s?  
 
. . .  dur i ng t he next  Scan Of  The Mont h chal l enge !  I  t hi nk I  need a l ot  mor e 
exer c i ses i n or der  t o begi n t hi nki ng usi ng my ski l l s  i n a pr of essi onal  way : )  
 
 
How can we i mpr ove t he Sot M chal l enge? What  woul d you l i ke t o see added? What  
woul d you l i ke t o see done di f f er ent l y? 
 
I  t hi nk t he whol e chal l enge i s  ver y wel l  done . .  Or  per haps you coul d i mpr ove 
t he Sot M chal l enge by aski ng my boss t o gi ve me some t i me t o do i t  : )  
 
E. Mar chand 


