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EXECUTIVE SUMMARY

On August 10th, 2003 the subject computer was suspected to be compromised.  Fortunately,
the server was running in a virtual machine environment (VMWare) which allowed the system
to be suspended.  This preserved all data and the running machine states for forensic review.

On Sept. 4th, 2003 the VMWare images were provided to the analyst to begin incident
response and handling.

Forensic analysis confirmed the initial compromise of the subject occurred August 10, at 13:16
PDT.  Malicious access continued until 16:08 when the attacker completed covering his/her
tracks by deleting several log files.  It is important to note- there is no evidence of any time
synchronization being employed on the compromised machine.  All times referenced in this
report reflect system times and may not be accurate.

The compromise and additional access occurred from a Romanian ISP (specifically the
is.pcnet.ro domain).  Many of the recovered program scripts also contain Romanian text. 

Standard, best current practices were employed to obtain information from the VMWare
system while minimizing the impact on the evidence.  The FIRE cdrom (Forensic and Incident
Response Environment) was used to gather information during the incident response portion of
the investigation.  As the data was collected, it was transmitted over the VMware virtual
network to the analysis station.  

All data analysis was performed offline using only copies of the machine state.  Common
forensics tools and Linux utilities were used to perform the analysis,  These tools include TCT
(The Coroner's Toolkit) and John the Ripper (a password cracker).  In the interest of time, no
disassembly or execution of malicious code was performed.  

Examination of the incident response data confirmed initial suspicions by revealing indications
of intrusion.  Many system utilities appear to have been replaced.  The Linux version string is
listed as RedHat 7.1 (the subject was reported to be 7.2), and the system process list does not
match what the kernel /proc interface shows.

Through forensic review, it was determined the system was attacked via a known vulnerability
in the Apache web server 'mod_ssl' support.   This attack granted the intruder a command
shell running with limited privileges.  A second exploit known as 'ptrace' was used within this
shell to gain superuser access.

Immediately after gaining the rootshell, a rootkit package was downloaded from a public
geocities.com web site.  This rootkit contained trojan binaries of common operating system
utilities (to hide the rootkit), a secure shell backdoor, and a network packet sniffer.  The

The HoneyNet Scan of the Month # 29                   Brian Coyle, GCIA Page - 3



installation script also e-mailed information about the compromised machine (including user
IDs and encrypted passwords) to two yahoo.com addresses.

Several other packages were then downloaded, but not all were installed.  The packages were
downloaded from a variety of websites including geocities and Romanian ISPs. One of the
downloaded but not installed packages was the mod_ssl scanner and exploit used to attack
the subject computer.  Two additional secure shell backdoors were installed along with a
network sniffer and the 'adore' kernel module rootkit. Many of these packages also e-mailed
information about the compromise as part of their installation scripts.

A malicious Loadable Kernel Module (or LKM) such as adore allows the intruder to hide
activity, files, and other information at the kernel level.  This means traditional trojan binaries
(which can often be found easily) are not necessary.

One of the installed packages modified the Apache web server configuration to disable the
SSL support and change the listening port.  This effectively protected the system from another
mod_ssl exploit run by a different intruder.

Finally, an Internet Relay Chat (IRC) proxy was installed.  This would allow the attacker to
communicate securely with other crackers without revealing his or her true source location.  All
IRC traffic would appear to originate from the compromised server rather than the attackers
workstation.
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RECOMMENDATIONS

Due to the extent of damage caused by the compromise, this system should be wiped clean
and rebuilt before it is redeployed.  Although it is theoretically possible to recover the system
based on the forensics analysis, there is a risk that something has been missed.  It is usually
easiest and safest to recover by reinstalling.

Since the encrypted (but easily cracked) passwords were e-mailed, they should immediately
be changed on any other systems that might share the same.

Policies for password construction and strength should be reviewed.  A password should never
be the same as the user ID.  It should also contain a minimum of seven characters, at least
one upper case and one special character.  Passwords should also avoid dictionary words
(even when replacing numbers for certain letters).

Because several of the rootkits are being distributed via geocities, it might be a good idea to
contact them to see if this conflicts with their terms of use or acceptable use policies.  Yahoo
may also be interested in the accounts where emails about compromises are addressed.
Contacting the Romanian ISPs would probably be a voice falling on deaf ears.
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OVERVIEW

This report is divided into several parts.  With the exception of the executive summary, the
report is technical in nature.  The intended audience is Incident Handlers and Forensic
Analysts with some experience with Linux and common tools of the trade.   Often, detailed
steps and specific commands are shown so the results can be duplicated.  Hopefully, the
detailed steps and descriptions can also be used by less experienced analysts as a learning
tool.

In the Incident Response section, the steps taken to establish an analysis workstation and
collect data from the compromised system are described.  Here the philosophy is to isolate
potentially harmful code & minimize the contamination of evidence while collecting all possible
data to aid the forensic analysis. The Forensics and Incident Response Environment (FIRE)
cdrom is the primary tool of choice to accomplish the data collection.

Forensic Analysis section describes the processes used to analyze the evidence collected
during Incident Response.  The Coroner's Toolkit (TCT) is used to recover useful information
from the host's filesystem.  Standard GNU/Linux utilities (primarily strings & grep) are
employed to extract information from the system core memory and swap area.

Analysis of the data is an iterative process.  Often, a small snippet of evidence will lead to a
much larger piece of the puzzle.   Many times, lines of investigation will wander off into 'a maze
of twisty passages that all look alike'...  

The presentation of the findings begins with a discussion of Initial Observations.  This includes
a review of chkrootkit output which shows some infected system utilities, odd device files and a
suspect directory.  In this section, the output of the FIRE incident response script is also
reviewed.

The Compromised files section outlines the operating system files that were replaced.  This
section also presents an overview of the rootkit files used by the attacker.

The timeline of the compromise analyzes the attack and subsequent intruder actions in (a
mostly) chronological order.  This is another very detailed section.  The TCT mactime output
was used as the basis for the narrative, but other evidence and sometimes 'informed
speculation' is used to fill in the gaps.

A few Recommendations are suggested before Answers to specific HoneyNet questions are
presented.  

Finally, the Appendix is used to include files and other data that is too voluminous
to include inline with the narratives.  
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INCIDENT RESPONSE PROCESS

Before starting any incident response and forensic analysis, it is important to establish the
environment for the collection and review of data.   A dedicated workstation is a good choice,
as this will allow for removal from the network to 'sandbox' any potentially malicious code.  Due
to the risk of malicious code, it is always a good practice to install a new machine fresh.  When
the investigation is complete, the files can be moved to tape or cd-rom and the disks wiped.

For this case, a standard Linux installation and analysis tools were used. Since the
investigation would need VMWare, this was added to the build.

        o Linux (Debian) http://www.debian.org/
        o FIRE static binaries CD-ROM http://sourceforge.net/projects/biatchux/
        o TCT http://www.porcupine.org/forensics/tct.html
        o VMWare 4.0 workstation http://www.vmware.com/

The steps to complete this are:

0) install new Debian 3.0 (Woody) on a new forensic system 
1) install/test VMware Workstation4 eval
2) setup VMware networking for bridging mode
3) setup FIRE static bins iso image (no real CD-ROM on this box)

NOTE:  v0.4a of FIRE is missing binaries that prevent the
collection of IR data via the linux-ir script.  v0.3.5b
doesn't have this bug.  However, both versions are missing
binaries for chkrootkit.  0.3.5b's chkrootkit functions
well enough to make it the version of choice.
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The incident response process has a few unique steps due to the use of VMWare. But once
the VMWare environment is established, the procedure is generalized and can be followed for
almost any incident.

Key to any incident response is to use known good binaries (from FIRE cdrom); don't trust the
compromised system.  Modified programs could be hiding intruders actions and files.  Relying
on compromised binaries could invalidate the evidence. 

The incident response procedure can be summarized as:

    * use netcat to move evidence data off compromised system
    * follow 'order of volatility' from RFC3227

o Capture screenshot of console session before any access
o collect a copy of /proc/kcore
o Capture swap FIRST, then other disk partitions to avoid
   contaminating MAC times and other evidence.
o Run chkrootkit and IR script from FIRE CD-ROM

    * SUSPEND machine to avoid any additional changes.
    * produce md5 checksums on disk and kcore images
    * begin forensic analysis on copies using TCT and Linux utilities.

The idea is to collect evidence first, analyze later.  Once the collection is complete, the
compromised machine should be suspended (in the case of VMware or perhaps a laptop that
supports it), or powered off by pulling the cord.  It's important not to shutdown or halt the
system as malicious init scripts could cause additional damage.

Details of procedure

4) setup SotM29 files
verify md5 checksums
untar linux-suspended.tar.bz2

5) modify SotM29 VMware config to use FIRE iso instead of real CDROM
   (can't use GUI - must hand-edit file, since the image is suspended)

[linux.vmx file]
ide0:0.fileName = "/home/brian/FIRE-0.3.5b-statbins.iso"
ide0:0.deviceType = "cdrom-image"

6) fire up VMware with SotM29 image & begin IR
$ sudo /etc/init.d/vmware start
$ vmware &
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We are not told what has drawn attention to the subject system to suspect a compromise, but
we'll assume some external logging, or snort IDS alert has been triggered.  Perhaps even an
email from Tripwire or other host-based IDS has been sent.

The first indication that supports these suspicions is the error messages logged on the
console.  These messages show the network card has gone into promiscuous mode.  This is a
good indication of a possible network sniffer active on the machine.

The potential of an unauthorized sniffer is enough to begin incident response procedures
without any additional checks on the system itself.  Following the 'order of volatility' concept,
the screen messages are the first things to collect.  Typically, this would be done with a
camera, but because this is a VMWare session it can be collected electronically.

7) [shell shows procmisc mode state changes ] 
   capture screenshot with ksnapshot
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8) mount FIRE staticbins ISO and get current timestamp
# mount /mnt/cdrom
# /mnt/cdrom/linux2.2_x86/date
Sun Aug 10 20:30:31 PDT 2003

    change forensic station to match PDT 
    

Also note- there is no evidence of ntp running on
the subject system.  No guarantee times are accurate.

9) Change host OS networking to match SotM29 image
# /mnt/cdrom/linux2.2_x86/netstat -nr
  [ note 192.168.1.1 is the honeypot's default gateway ]
  on host OS, assume the addr of the gateway an a sub-interface.   
$ sudo  ifconfig eth0\:1 192.168.1.1 netmask 255.255.255.0 up

10) setup netcat listener on host OS - redirect output to kcore image
$ nc -l -p 1500 > SotM29-kcore

11) capture /proc/kcore image via netcat
# cat /proc/kcore | /mnt/cdrom/linux2.2_x86/nc -n \
     192.168.1.1 1500

12) determine swap and other disk partitions. 
# /mnt/cdrom/linux2.2_x86/cat /proc/swaps
# /mnt/cdrom/linux2.2_x86/df -m

13) setup netcat listener on host OS - redirect output to swap disk image
$ nc -l -p 1500 > /var/SotM29-sda2.dd

14) run dd & pipe output to netcat
# cd /mnt/cdrom/linux2.2_x86
# ./dd if=/dev/sda2 bs=1024 | ./nc -n 192.168.1.1 1500

15) setup new netcat listener on host OS - redirect output to disk image
$ nc -l -p 1500 > SotM29-sda1.dd

16) run dd & pipe output to netcat
# ./dd if=/dev/sda1 bs=1024 | ./nc -n 192.168.1.1 1500

17) setup netcat listener (port 1500) on host OS - redirect output to file
$ nc -l -p 1500 > SotM29-chkrootkit.IR

    run FIRE checkrootkit & pipe output to netcat 
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    (note the chkrootkit path for staticbins doesn't work on FIRE -
    missing awk and some other required binaries)

# cd /mnt/cdrom/chkrootkit-linux
# ./chkrootkit | ../linux2.2_x86/nc -n 192.168.1.1 1500

18) setup new netcat listener - redirect output to file
$ nc -l -p 1500 > SotM29-compromise.IR

    run FIRE linux-ir.sh pipe output to netcat
# cd /mnt/cdrom
# ./linux-ir.sh | ./linux2.2_x86/nc -n 192.168.1.1 1500

19) capture some network traffic for about 10 minutes

# tcpdump -w /var/SotM29-tcpdump -i eth0\:1 host 192.168.1.79
tcpdump: listening on eth0:1
335 packets received by filter
0 packets dropped by kernel

SUMMARY - ARP packets from .79 looking for .1 (default gw)
                     DNS requests for mesa.az.us.undernet.org

  ICMP udp port 53 unreachables -> .79
  NBT broadcast .79 -> .255 udp/138

  
20) SUSPEND VMware session 
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FORENSIC ANALYSIS  PROCESS

Once the incident response data has been collected, the real work begins.  All the pieces of
the puzzle are ready for the analyst to assemble into the whole picture.  The analysis begins
with a review of the chkrootkit and IR script output, the reconstruction of an event timeline, and
recovery of deleted inodes for the disk image.  The partial list of tasks is:
 
        o review chkrootkit and IR script output
        o build timeline of events using mactime
        o review recovered inode files
        o match deleted inodes to lsof file names
        o resurrect data blocks using unrm and lazarus
        o search for interesting strings in swap and kcore
                - 'root', timestamps, shell histories, passwords, etc.
        o collect immutable files
        o review captured network traffic
        o compare md5's of before/after images
        o analyze trojaned binaries
        o research and analyze rootkit(s) and other installed files

It's important during this phase of the investigation to look for trends and multiple sources of
confirmation before committing to final conclusions.

21) reset ext3 'needs_recovery' flag

An important first step after collecting any evidence, is to ensure it's integrity at a later time.  An
analyst may have to prove the evidence has not been altered during the review process.  An
acceptable method is to collect md5 checksums of the data.

However, before this can be done on the sda1 disk image, an error flag must be reset.  This is
an ext3 journaled file system and the error flag is the result of changes that were written to disk
during the network copy of the image.   This flag also prevents the image from being loopback
mounted in read only mode on the analysis station.  The debugfs utility is used to reset the
'needs_recovery' flag:

# /sbin/debugfs -R feature SotM29-sda1.dd
debugfs 1.27 (8-Mar-2002)
Filesystem features: has_journal filetype needs_recovery sparse_super

# /sbin/debugfs -R "feature ^needs_recovery" -w SotM29-sda1.dd
debugfs 1.27 (8-Mar-2002)
Filesystem features: has_journal filetype sparse_super
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22) grab md5 checksum of images to verify integrity down the road...

# md5sum /var/SotM29-sda1.dd > /var/SotM29-sda1.md5
# md5sum /var/SotM29-sda2.dd > /var/SotM29-sda2.md5
# md5sum SotM29-kcore > SotM29-kcore.md5
# cat /var/SotM29-*.md5 ./SotM29-*.md5

13f7f8c244ac3dc392ab15f45dc82cc5  SotM29-sda1.dd
764ce8994d21e3483db04d97ff8d7f01  SotM29-sda2.dd
3c13639e0a6bf5d0463f71af42a3acef  SotM29-kcore

        

Once the data integrity checksums have been collected, the disk image can be loopback
mounted in read-only mode.   This will allow the files system to be perused using the standard
Linux utilities.  Here the /cdrom mount point is used to reference the image.

23) mount the image read-only for analysis

# mount -o ro,loop,noexec,nodev /var/SotM29-sda1.dd /cdrom

Once the image is mounted on the analysis workstation, utilities from The Coroner's Toolkit
(TCT) can be used to extract and organize information about the attack.

24) run grave-robber from TCT 

# grave-robber -m -c /cdrom -o LINUX2 -d .

25) collect deleted inode / mac info and combine with grave-robber body file
       (see Dave Dittrich's HFC2001 analysis)

# ils /var/SotM29-sda1.dd | ils2mac > SotM29-sda1.ilsmac
# cat body SotM29-sda1.ilsmac > body-full

26) run mactime over the combined body file 

# mactime -y -b body-full -p /cdrom/etc/passwd \
  -g /cdrom/etc/group 07/01/2003 > mactime.txt

The mactime.txt report shows a timeline of activity based on the MAC (modified, accessed,
changed) inode timestamps.  Each inode has only one field for each of these values, so it will
only reflect the LAST update.  This means if file is changed twice, only the last change is
recorded.  Nevertheless, a fairly good representation of the system chronology can be
obtained.

For example, the mactimes from the compromised system show it was installed on July 14,
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2003.  On August 6, all the files were accessed (implying this is when md5's were gathered)
and then the system was halted.  On August 9 @ 14:34 the machine was rebooted.   Typical
system activity is seen until August 10 after the makewhatis cronjob completes.

Because the early timeline is not entirely useful for the investigation, the 
mactime file is condensed to include only data from August 10 @ 04:23 forward:
 

# cp mactime.txt mactime-Aug10.txt
# vi mactime-Aug10.txt 
{remove lines up to Aug 10 04:23 when makewhatis cronjob
 completes}
    /Aug 10 04:23:12
    :1,.-1d
{remove /cdrom mountpoint from file}
    :1,$s:/cdrom::

27) recover deleted inodes

#  awk -F"|" '$2 ~ /SotM29-sda1.dd/ {print $4}' body-full | \
   while read inode; do icat /var/SotM29-sda1.dd $inode > \
   inodes/$inode;  done

28) correlate lsof output with TCT deleted inode data

# grep deleted SotM29-compromise.IR | grep REG > \
   lsof-deleted.txt

# awk '$7 != "0" {print $8, $9}' lsof-deleted.txt | sort -u -k1 > \
   lsof-names.txt
# awk '$7 == "0" {print $8, $9}' lsof-deleted.txt | sort -u -k1 > \
   lsof-empty.txt

The final utilities employed from TCT are unrm and lazarus,  The unrm command copies
unallocated blocks from the disk image.  Lazarus then analyzes the blocks and attempts to
identify and group similar blocks together.  This is a time consuming process and the review of
this data is both manual and tedious.  Because of this, this step is often saved for last when it's
necessary to find additional corroboration for a theory or an elusive piece of the puzzle.

29) resurrect deleted files with tact's unrm and lazarus 

# mkdir /lasarus
# unrm /var/SotM29-sda1.dd > /lazarus/SotM29-unrm
# mkdir /lazarus/recovery
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# lazarus -D /lasarus/recovery /lasarus/SotM29-unrm

Because lazarus identifies several file types based on the data contents, it's
possible to summarize these into smaller chucks for review.

/lazarus/recovery# mkdir ../filetypes
/lazarus/recovery# file * | grep zip >> ../filetypes/zip
/lazarus/recovery# file * | grep English >> ../filetypes/English
/lazarus/recovery# file * | grep 'ASCII text' >> ../filetypes/ASCIItext
/lazarus/recovery# file * | grep shell >> ../filetypes/shell
/lazarus/recovery# file * | grep program >> ../filetypes/program
/lazarus/recovery# file * | grep ELF >> ../filetypes/ELF
/lazarus/recovery# file * | grep tar >> ../filetypes/tar
/lazarus/recovery# file * | grep perl >> ../filetypes/perl

Using the files created above, awk and an appropriate command for the file type can be used
to review the data.  When using more, the ':f' command can be used to determine the actual
filename and line number when an interesting piece of data is discovered.  (Did I mention this
was a tedious process?) 

# awk -F\: '{system("tar -tvlf ../recovery/"$1)}' tar > tar-list

# awk -F\: '{system("more ../recovery/"$1);}' ASCIItext

# awk -F\: '{system("strings ../recovery/"$1);}' ELF | more

Using this technique, lazarus was able to recover remnants of such things as system
performance reports (possibly used to exercise the system just after installation), the eSS ech0
scanner, a wu-ftpd scanner and SITE EXEC exploit, a script from xLrk version 1.2, and a
tarball with several scanners/exploits and the ess-0.8.6 source code.

The more relevant pieces of recovered information include a script from the SucKIT rootkit
(block 564745), a script to create a sniffer from SucKIT (block 256757), and a portion of the
adore rootkit script (block 256657).  These blocks are included in the Appendix.

The swap space cannot be mounted as a filesystem for analysis, neither can kcore.  However,
strings and grep can be used to extract interesting snippets of many type of data.  For
example, logs often use a timestamp that will match the regex ':[0-9]+:' as show in the
examples below.  Another form of log data uses the month abbreviation (like 'Jul|Aug').  The
strings command can reduce the volume of data and improve the processing times for later
greps.  Note the use of '-n' to limit the output to strings of 10 characters or more. 
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30) Collect interesting stuff from swap 

# strings -n 10 /var/SotM29-sda2.dd > swap-strings.txt

# egrep 'Jul|Aug' swap-strings.txt > swap-Jul-Aug.txt
# grep root swap-strings.txt > swap-root.txt
# egrep ':[0-9]+:' swap-strings.txt > swap-colon.txt
# egrep -A3 '[A-Z]+=' swap-strings.txt > swap-environment.txt
# egrep 'SSH_[A-Z]+=' swap-strings.txt > swap-ssh.txt

31) Collect interesting stuff from kcore 

# strings -n 10 SotM29-kcore > kcore-strings.txt

# grep 'Aug 10' kcore-strings.txt > kcore-Aug10.txt
# grep -i login kcore-strings.txt > kcore-login.txt
# egrep ':[0-9]+:' kcore-strings.txt > kcore-colon.txt
# egrep -A3 '[A-Z]+=' kcore-strings.txt > kcore-environment.txt
# grep root kcore-strings.txt > kcore-root.txt
# grep rootkit kcore-strings.txt > kcore-rootkit.txt
# grep '\[root@sbm79' kcore-strings.txt > kcore-shellhist.txt
# grep -i psybnc kcore-strings.txt > kcore-psybnc.txt
# egrep 'SSH_[A-Z]+=' kcore-strings.txt > kcore-ssh.txt
# grep -B10 -A10 Shellcode kcore-strings.txt > kcore-shellcode.txt
# grep 'undernet.org ' kcore-strings.txt > kcore-IRCtraffic.txt

Rootkits often set the immutable bit on files to prevent file removal by inexperienced system
administrators.  Looking for immutable files can often lead to the discovery of files used by
rootkits.

32) collect info on immutable files

# lsattr -aR /cdrom | awk '$1 ~ /i/ && $1 !~ /:/ {print }' > \
   immutable.txt

Here's an example of how a standard analysis step can lead to a new path of investigation.  In
this case, almost the entire filesystem had the immutable bit set.  Several other flags also
appeared to be modified by chattr.  So a grep for chattr was used in an attempt to recover the
shell history when the command was run.  This was successful, and provided corroboration
later in the analysis.

# strings /var/SotM29-sda2.dd | grep chattr > swap-chattr.txt
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[darn! only man page (chattr.1.gz) references ]
How 'bout kcore?
# strings SotM29-kcore | grep chattr > kcore-chattr.txt
[hmm.  some possibilities.  partial shell prompt? and error on /etc/im* ]

Many times, clueful system administrators will run file integrity checking software such as
Tripwire, AIDE or even md5sum.  This can provide a snapshot of the system files before an
intrusion that can be compared to the files after an attack and differences noted.  Luckily, this
was true in this case.

33) collect md5 data to compare with before image

# find /cdrom -type f -exec md5sum {} >> compromised.md5 \;

edit the '/cdrom' mountpoint out of the file

# sed -e 's:/cdrom::' compromised.md5 > compromised-sed.md5

34) compare the before and after md5's

# diff ../linux-suspended-md5s compromised-sed.md5 \
   >compromised-diff.txt
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INITIAL OBSERVATIONS

A review of the chkrootkit output helps confirm early suspicions of a compromise.  Specifically,
the script finds the trojan O/S binaries, some config files for the replacements, the hidden '.x'
directory and root's shell history file linked to /dev/null.
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���������-��	����!��(�&��	������;�����
< ��(�
�	�
!�;=-� #�# (������ # �90�������>��!	�������(�&?��	��)��	�
���� $ �!�)��
!��������()��	����

Similarly, the linux-ir.sh output also finds evidence of a break-in.

    cat /proc/version doesn't match /etc/redhat-release (7.1 vs. 7.2)

@ 	�
�*�8+%���(���	���
A;��B;��C�7�D�3FEG0��!����.�"!	�����H�����(�	�"�"�������� $ ��%!�����4(�� $ �����?�4����.�I
E9�����-%!��(���	���
A���J�2-A�3�3�3�3�C�5�DFEGK�� $-L ��� @ 	�
�*�8C��4D)A���J�2�7!J�6!I�INM�D
����*'���"O2-D�C�=4A�C;=�A�C-�����)A�3�3�D

ps list doesn't match /proc or lsof

netstat shows an active tcp connection on unusual high ports
192.168.1.79:65336      213.154.118.200:1188

lots unusual network listeners 

From this report, we can also see there are no root equiv IDs in /etc/passwd and only two
acct's in /etc/shadow has passwords.

(������ =�P�D�P���.�2�B�� < ��Q�P # < 5�R�S!3�T�0�C # A�����U!C�V���&�%�����D�=4D�A�A�C�3�=43�=�J�J�J�J�J!=4C�=�=�=
� $ .!	�
?=�P�D�P�W�X�����0!�;��C�P�V���Y�T!��Z�Z�Q�8�[?�4��.�\���
�\�X�*!��.?��=�D�A�A�B�6;=�3;=�J�J�J�J�J�=�C�=�=�=
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TIMELINE OF THE COMPROMISE based on mactimes and other collected evidence.

The mactime file shows the system installed on Jul 14.  On Aug 6 all files were accessed,
suggesting this was when the md5 checksum's were collected.  Then the system was halted at
11:53.

On Aug 09 @ 14:34 the system was rebooted and we see typical activity until 
Aug 10 04:23 when makewhatis (from cron) completes.

There is no additional activity until 12:27:36 when in.ftpd is accessed.

3�5-X�*��)D�3)D�A;=�A�C�=45!2 D�2�1�CO���;��7�(�/!7�7�7�7�7�7�7)(������ (������ # ����� # ����"!�����������
B!2�BO���;��7�(�/!7�7�7�7�7�7�7)(������ (������ # ����� # ����"!����
�%!��(���	���
!�

D�C�A�2�2�6O���;��7�(�/�8!(�7�8�(�7�8)0!	�
 0�	�
 # *!��( # ��0�	�
 # 	�
?�4����" $
B�3!J�2�.!���)7�(�/!7�(�7�7�(�7�7)(������ (������ # %!��( # (�*�
 # ����"?�:"!	 $ ��7������

A strings analysis of the in.ftpd binary reveals this is wu-ftpd v2.6.1.
Despite three publicly known vulnerabilities against this version at the time, this access was
probably caused by backscatter traffic.

# strings /cdrom/usr/sbin/in.ftpd | grep -i version
Version wu-2.6.1-18

CAN-2003-0466 off-by-one announced 7/31/2003
http://www.securityfocus.com/bid/8315

CVE-2001-0550 file glob overflow announced 11/27/2001
http://www.securityfocus.com/bid/3581

CVE-2001-0187 format string announced 1/23/2001
http://www.securityfocus.com/bid/2296

A review of the xinetd configuration shows wu-ftp is setup to use the /etc/ftpaccess file and log
connections (-a -l switches). The ftpaccess is configured to allow anonymous access.  This
would allow any remote users access to attempt any of the exploits.

CVE-2001-0187 requires the ftp server to be running in debug mode.  This not not the case on
the subject system, so it can be eliminated as the attack method.

Snort rules for CVE-2001-0550 indicate the exploit has the signature of '~[' or '~{'.   A grep of
these strings in the SotM29-kcore file did not uncover any potential smoking guns.

According to the advisory at http://isec.pl/vulnerabilities/isec-0011-wu-ftpd.txt several FTP
commands can be used to trigger the buffer overflow.  A search for these commands also
didn't turn up anything conclusive.
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Based on the timeframe of the attack, the off-by-one vulnerability is probably not the intruders
entry to this system.  This vulnerability was announced just days earlier and it is highly unlikely
there was a widely known exploit that week.

It would be interesting to correlate this probable probe with snort, firewall or other available
logs.

At 13:23:17, the contents of a deleted file was modified.  This was recovered using icat. It
contains httpd access log data.  A review of the lsof data confirms this inode was indeed
/var/log/httpd/access_log.

3�5-X�*��)D�3)D�5;=�A�5�=4D�C A�1�5-.?�4�)7�(�/!7�(�7�7�(�7�7)(������ (������ ]�'�����R�A!J�7�� $ ��D�� $�$ 7���	�%���7
B�2�J�5�B�^

M)�����B�2�J�5�B
A�D�5;��D�1�B;��D�D�6��4A�D�J-7)7O_�D�3 # X�*�� # A�3�3�5;=�D�5�=�D�2!=4A�C)7�3�C�3�3�`)a�Q��!� #-L ����T # D;��D�a-B�3�3)5�6�1a�7�a)a�7�a
A�D�5;��D�1�B;��D�D�6��4A�D�J-7)7O_�D�3 # X�*�� # A�3�3�5;=�D�5�=�D�2!=45�C)7�3�C�3�3�`)a�Q��!� #-L ����T # D;��D�a-B�3�3)5�6�1a�7�a)a�7�a
A�D�5;��D�1�B;��D�D�6��4A�D�J-7)7O_�D�3 # X�*�� # A�3�3�5;=�D�5�=�A�5�=4D�C)7�3�C�3�3�`)a�Q��!� # ��*�.����!	�
 L ����T # D��43!a-B�3�B)A�C!J)a�7
a)a�7!a

This source address resolves to extreme-service-11.is.pcnet.ro and, as we'll see later, is very
close to another that accesses the subject host via ssh.  

In late 2002 and early 2003, there was much speculation about HTTP "/sumthin" requests on
the SecurityFocus Incidents list and DSheild. There wasn't many conclusive answers;
everyone pretty much agreed this was probably a simple recon scanner.  Then at then end of
February, this thread on Incidents confirmed the speculation-
http://www.securityfocus.com/archive/75/313348

The existence of '/sumthin' in the Apache log would suggest the attack was using the
openssl/mod_ssl exploit written by Solar Eclipse.  The mod_ssl vulnerability is described in
CVE-2002-0082 and RedHat issued an advisory (RHSA-2002:041-08) and patches for 7.2 on
March 1st, 2002.     http://www.securityfocus.com/bid/4189

13:30:00 /bin/date is accessed suggesting the attacker has gained a shell. At this same time a
deleted file owned by the root user is deleted.

13:32:29 both /usr/lib/libshtifs/ls and /var/ftp/bin/ls is accessed.  The original /bin/ls binary and
/var/ftp/bin/ls were hardlinked as part of the chroot ftp jail.  As we'll see, the /bin/ls file is
replaced with a trojan and the original moved to /usr/lib/libshtifs/.  This would account for
appearance in the mactime report like this.

13:32:38 two (deleted) files owned by the apache user are accessed.  According to the lsof
output, these files are named /var/run/httpd.mm.800.sem semaphore and
/var/log/httpd/ssl_scache.sem.  This further confirms the SSL cache played a part in the
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compromise of this system.

The kcore-shellcode.txt file contains the following strings:

_�7�`�b�
!��0!���-�!�)(���� $)# "�(���� # ������� # ��8��
_�7�`�b�
!��0!���-�!�-/�(�	��!�)���!��������� $ �
_�c�`-'�	���
!���)����*!�����
_�7�`�b�
!��0!���-�!�)(���� $ (�����	�������(��
_�c�`-'��!��������� $ �-"�������� $ ���3�8!d�3�6���8
_�c�`��!��/)/���	������()��*�	 $ ���!�����;�����
_�7�`�b�
!��0!���-�!� $ �����������(���.)%�	����!	�.
_�7�`��!�������)��(�(���(
_�7�`�b�
!��0!���-�!�)�����������
_�c�`�X����������!� $ �!�)d $
_�7�`�b�
!��0!���-�!�)������*�"��&!���������-��(������
_�c�` < ��	��!	�
!�)����()��	���
!���
_�7�`�b�
!��0!���-�!�)���!���).�&��������
_�7�`�b�
!��0!���-�!�)��"!��/�
���!�����

A google search shows these are lines from a ptrace privilege escalation exploit attached to
this linux kernel mailing list message-

http://www.cs.helsinki.fi/linux/linux-kernel/2003-23/1598.html

It appears this program was successfully executed on the subject system-

_�c�`-'�	���
!���)����*!�����
_�c�`-'��!��������� $ �-"�������� $ ���3�8!B�3�3�D�D�6�J $
_�c�`��!��/)/���	������()��*�	 $ ���!�����;�����
����7�A;��3�1�M-/!�������������	��!	����;������. # .�&�0!��0�&�/���& # (��;�9����(;����e
7�7�D�5;=�5�5;=�3�6�7�7 ������"?= #�# ��������	���	�����������. # .�&�0���0�&�/���& # (����:�!��(��4��e

This suggests the attacker compromised the server, but didn't initially receive root privileges.
The ptrace exploit was required to elevate to root.  After obtaining the rootshell, wget was used
to obtain the rk.tar.gz file.

The following lines were obtained from the swap-colon.txt file

D�5;=�5�5�=�D�DFE9A�2�3;��C�B-\�U # ��I-7��(����:�!��(;����e�������%�� $ _4C�3�D!J�B�B # C�3�D�J�B�B�`
7�7�D�5;=�5�B;=�A�5�7�7 ������"?= #�# ��������	���	�����������. # ����%�	����!D�J # ��0����:�!��e

indicating the source and name of another potential rootkit and time it was placed on the
system.  rk.tar.gz contains filenames consistent with those found to be installed on the system
(logclear, sense, sl2, etc).

As of 9/17/2003 21:00 EDT, both rk.tar.gz and abc.tgz were still available from the geocities
web site.

The downloaded rk.tar.gz file contains a sand/ directory.  greping the swap-strings.txt file for
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'sand' reveals the same tarball information.  It also shows a snippet of a shell history where the
install script was run.

����7�A;��3�1�M)���)7��
� ���:�!��e ����
 $ e��
��� (��;�9����(;����e 8 e����:�!��e
����7�A;��3�1�M-�!��()7�e�8�%��)(��;�9����(;����e
����
 $�# ��������������(
����
 $�# ����
!���
����
 $�# 	�
����������
����
 $�# 
!���!���!���
����
 $�# ��&���	�
!���
����
 $�# 	�������
!��	��
����
 $�# �9����&����
����
 $�# ���������!(;�9����e
����
 $�# "!	����;�9����e
����
 $�# /!����� �9����e
����
 $�# ��	�0!�����
����
 $�# �9����&���"
����
 $�# �9����&����
����
 $�# � $ ���4�
����
 $�# ��(���
��!��0!�
����
 $�# ��/���" $ A
����7�A;��3�1�M)� $ ����
 $
����7�A;��3�1�MO� # 	�
����������
_�D�f�5�D�. g!��(�	���	�����. $ �����)��*�
��!��.+K�[�[��
_�D�f�5�C�.Fh�h�h

At 13:33:19 we see access to /bin/ls shown in the recovered history above and the first
accesses to the installed rootkit files. 

The /var/log/boot.log file contains time stamps at 13:33:57 showing syslogd and klogd were
restarted.  This suggests the /var/log/messages file was tampered with and the daemons
restarted, possibly by the rk.tar.gz installation.

X�*��)D�3)D�5;=�5�5�=41�C)�����������!�������&!�������;=���&�������� $ ������(���*�"��*�������� $ � $
X�*��)D�3)D�5;=�5�5�=41�C)�����������!�������&!�������;=�������� $ ������(���*�"��*�������� $ � $
X�*��)D�3)D�5;=�5�5�=45�A)�����������!�������&!�������;=���&�������� $ ����*�� $ ��/�
��*!������� $ � $
X�*��)D�3)D�5;=�5�5�=41!2-�����������!�������&!�������;=�������� $ ����*�� $ ��/�
����	���� $
X�*��)D�3)D�5;=�5�5�=41�C)�����������!�������&!�������;=���&�������� $ ����*�� $ ��/�
����	���� $

A review of the install file from the downloaded rk.tar.gz shows the script does indeed do
things consistent with mactime activity from 13:32 thru 13:34 on the subject computer:

- moves original copies of trojaned binaries
  into /usr/lib/libshtift/
- installs pico
- installs and runs '(swapd)'
- echos "/usr/bin/crontabs -t1 -X53 -p" into /etc/init.d/functions
  (the crontabs binary starts 'smbd -D' at boot time).
- copies the config files and binary for 'smbd -D'
- starts 'smbd -D'
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- mails info about the system (INCLUDING /etc/passwd &
  /etc/shadow)  to 'mybabywhy@yahoo.com' and    

                     'buskyn17@yahoo.com' with a subject line of 
  "SANDERS root".
- creates a /dev/hpd directory
- removes /var/log/*
- touches /var/log/wtmp
- restarts the syslogd daemon.
- issues a `chattr +AacdisSu` on several system directories

The kcore-chattr.txt file contains a shell snippet and error

_�D�f�5�C�.!���!������(
# *���( # 0!	�
 # ���������!(;=i�!�)��*!�����	����)��( $ 	�(������!��(�&)/��!	����-��(�&�	�
��N���)������� # ����� # 	�.�j

A review of the install script show it does attempt to chattr on /etc/im*, providing additional
evidence the downloaded script matches what was run on the subject system.

The script messages appear to be in Romanian.  Various babelfish translators could not
recognize the language, but a google search of "Verificam daca suntem" led to many
Romanian sites.  The same google search also led to a May 2002 comp.security.unix post
reporting a compromise with this rootkit.

The shell history snippets above also indicate two things- 1) additional tarballs (a.tgz and
za.tgz) have been copied to the system and 2) wget is the tool most likely used to retrieve the
files.  The following command was used to extract any other potential wget downloads for the
kcore-strings.txt file

# egrep 'wget .*tar.*|wget .*gz' kcore-strings.txt

This reveals several files may have been retrieved (duplicates have been deleted from the
output).

/!�����	�e�������. �9
���� # ������������" �9����(;����e
/!�����	�(�	�
�����D!J�C!J��������4(�� # �;�9����e
/!�������������	���	������4����. # .�&�0!��0�&�/���& # (����:�!��(��4��e
/!�������������	���	������4����. # ����%!	�����D!J # ��0!���:�!��e
/!�����	�(�	�
�����D!J�C!J��������4(�� # .�������A;�9����e
/!�����)/�/�/?�4	�7�
!��� $ 7�����" �������4(�� # ����� �9�!��e
/!�����	�(�	�
�����D!J�C!J��������4(�� # ��(��:�!��e
/!�����)/�/�/?�4	�(�	�
�����D!J�C!J��������4(�� # ��(��:�!��e
/!�����	�(�	�
�����D!J�C!J��9
�������	�(�.����4����. # ��(��:�!��e
/!�����)/�/�/?�4��*�����k�������.?�4���;��(�� # (���������	�� �9����(

There is no indication of the za.tgz file shown in the shell history above.  Perhaps this was
placed on the system during the initial compromise.

With the exception of the netfirms.com file (which returned a 503 "too large" error) and
lugojteam (404 error), all of these files were still available at the time of this writing.
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The a.tgz file contains a single, unstripped binary named 'x'.  The strings command shows this
is the ptrace privilege escalation program mentioned above. The 'x' file appears in the directory
listing from the recovered shell history above.

The abc.tgz file contains two files- a (an install script) and nou (a ssh daemon). the install script
shows nou is moved to 'smbd -D'.  Comparing nou with the 'smbd -D' file from the
compromised system shows slight differences.  However, comparing the copy of ava1 in the
rk,tar.gz with /usr/bin/smbd -D shows an exact match.   This implys the copy from abc.tgz was
not installed on the system.

The mass2.tgz file contains a mass scanner and log analyzer.  The scanner looks for SSL
enabled apache servers and records the O/S and SSL versions.  This is related to CVE-2002-
0082 (http://www.securityfocus.com/bid/4189).  Also included in the tarball are osslmass2 and
openssl-too which reads the mass log then attacks the vulnerable systems.  A review of the
mass.c source reveals the telltale "GET /sumthin" string we logged at the time of the initial
access by the attacker.

# grep sumthin mass.cM $ ����	�
!�-������>!��[�R�R�X����Oa�Q���� # ��*�.����!	�
 L ����T # D;��3�l�(�l�
�l�(�l�
;a

LurHQ has a good write up of the openssl-too exploit and a variant that would appear to be the
basis for the code on the subject computer..
 

http://www.lurhq.com/atd.htm

There is only a compile Makefile in the tarball, not installation script.  It's unlikely these binaries
were installed as none of the names appear in the kcore-strings or swap-strings files.

The ttt.tgz and er.tgz files are sshd backdoors, but based on the setup scripts. neither appears
to have been installed.

At the tail end of the 13:33:57 mactimes, /var/lock/subsys/syslog is changed.  This is followed
by access to the syslogd.pid file and deleted inode 45307.  The deleted inode file was
recovered with icat and contains /var/log/messages.

13:33:56 /sbin/insmod accessed - LKM installed?

Recovered from the kcore-colon.txt file are entries at 13:33:57 indicating
a successful kernel manipulation.

H�]�2�^�X�*!�)D�3)D�5;=�5�5�=41�C)����(�
!����=�'�&�.�0������-.!���!�������(�
����-%���(���	���
A��4B��4C��
� H�]!2�^�X�*!�)D�3)D�5;=�5�5�=41�C)����(�
����;= @ ��� $ � $ 5�C�D)��&�.�0!�����)��(���.D�3-.!� $ *��������

These match entries logged in the recovered /var/log/messages file.  This is most likely due to
installation of the adore.o and cleaner.o kernel modules.

The HoneyNet Scan of the Month # 29                   Brian Coyle, GCIA Page - 24



At 13:35:35. the rk.tar.gz install script starts (swapd) via the lpi script.
This program is a network sniffer that places eth0 into promiscuous mode and logs to
/usr/bin/tcp.log.   Messages showing the promisc mode change were recorded on the console
(see the screen capture) and /var/log/messages.

Immediately after the promisc mode change occurs, messages are logged to the screen and
/var/log/messages regarding IPX and Appletalk protocols.

Beginning at 14:13, several deleted files owned by apache are accessed.  This is probably the
intruder cleaning up the rootkit tarballs and files.

At 14:13:47, the /etc/rc.d/init.d/sshd init script is run.  This causes access to /var/run/sshd.pid
This file contains 699 which is the PID of /usr/sbin/sshd running at the time of the evidence
collection.

At 14:14:01, /var/log/maillog shows an email sent to jijeljijel@yahoo.com,

X�*!�)D�3)D�B;=�D�B;=�3�D)���������������������
 $ .!��	��;_�B�C�2�6�`!=i��C�X @ ��D���3�B�C!2�5�=i����m;k�	!k�����k�	�k�����H�&!���!�����4����.�,
���!��� $�$ (�m!��"!�����!�FE:B�6 # B�6!I�, $ ������&�m�3�3;=�3�3�=�3�3!,�8 $ ������&�m�3�3;=�3�3�=43�3�,�.!��	�����(�m�����.���"�,�"�(�	�m!5�D�5�3�3�,
(�������&�m�.�8!D;�9.!��	��;�9&��������;������. �)_�2�B��4D�1�C��4B���C�6!`�, $ ��
�m�A��43��43!,-���!����m�'���
�� E9��� $ 	�( $ ����I

At 14:17:53 /usr/include/iceseed.h is accessed, suggesting the compromised ssh server
named 'smbd -D' is listening on port 2003.  Begining at 14:14:41 several login attempts are
logged coming from Romanian addresses

X�*!�)D�3)D�B;=�D�B;=�B�D)�������������������.�0 $ 7��?_41�1�3�1!`�=�������=�����
�
!������	���
��(���.A�D�5��4D�1�B��4D�D�6��4A�D�6-"!��(��
A�3�A�3
X�*!�)D�3)D�B;=�D�B;=�1�6)�������������������.�0 $ 7��?_41�1�3�1!`�=�������=iT�������/���( $ ��*�������
���	�������	���
����	���� $ ����(
*�����()(��������(���.��8���(���.!��7�����(�%!	�����7�D�3��4	����:"!��
!���?�4(��;�
X�*!�)D�3)D�B;=�D�1;=�D�B)�������������������.�0 $ 7��?_41�1�3�1!`�=�������=iT�������/���( $ ��*�������
���	�������	���
����	���� $ ����(
*�����()(��������(���.��8���(���.!��7�����(�%!	�����7�D�3��4	����:"!��
!���?�4(��;�
X�*!�)D�3)D�B;=�D�C;=�3�6)�������������������.�0 $ 7��?_46�D�C�3!`�=�������=�����
�
!������	���
��(���.A�D�5��4D�1�B��4D�D�6��4A�D�6-"!��(��
A�3�A�D
X�*!�)D�3)D�B;=�D�C;=�B�C)�������������������.�0 $ 7��?_46�D�C�3!`�=������!����= @ �������;=������-.!��
�&)"!������/!��( $
��*����!��
���	������!	���
��������.�"����)��(���.��8���(���.!��7�����(�%�	�����7�D�3;��	����:"!��
!���?�4(��)����(-*!����()(������?�
X�*!�)D�3)D�B;=�D�C;=�1�D)�������������������.�0 $ 7��?_46!J�5�1!`�=�������=�����
�
!������	���
��(���.A�D�5��4D�1�B��4D�D�6��4A�D�6-"!��(��
A�3�A�A
X�*!�)D�3)D�B;=�D�6;=�3�B)�������������������.�0 $ 7��?_46!J�5�1!`�=�������=iT�������/���( $ ��*�������
���	�������	���
����	���� $ ����(
*�����()(��������(���.��8���(���.!��7�����(�%!	�����7�D�3��4	����:"!��
!���?�4(��;�
X�*!�)D�3)D�B;=�D�6;=�3�J-�������������������.�0 $ 7��?_46!J�5�1!`�=�������=iT�������/���( $ ��*�������
���	�������	���
����	���� $ ����(
*�����()(��������(���.��8���(���.!��7�����(�%!	�����7�D�3��4	����:"!��
!���?�4(��;�
X�*!�)D�3)D�B;=�A�5;=�A�3)�������������������.�0 $ 7��?_46!J�5�1!`�=�������=iT�������/���( $ ��*�������
���	�������	���
����	���� $ ����(
*�����()(��������(���.��8���(���.!��7�����(�%!	�����7�D�3��4	����:"!��
!���?�4(��;�

NOTE: 213.154.118.218 resolves to extreme-service-10.is.pcnet.ro.
      and this is just one number off from the http /sumthin access recorded
      at 13:16 and 13:23.
      
At 15:30:21, /usr/lib/sp0* files are accessed.  It's unclear how these files were placed on the
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system, but they are owned by the apache user.  One of the blocks (256657) recovered by
lazarus reveals these files are part of the adore kit.  The snippet of history below shows an
interactive shell (sh -i) was started at 15:28 by the apache user.  

����7�A;��3�1�M-"!�)��*�8Fn���(���"��"������!�
��"������!� A�D�1�D�3 3;��3 3��4B D�B�C�2 5�J�A o ' D�1�=4A�6 3;=�3�3O� # 0������
��"������!� A�D�1�D�D 3;��3 D��4D A�D�6�6 D�D�A�B "!5)' D�1�=4A�6 3;=�3�3)���7�	
��"������!� A�5�A�6�J 3;��3 3��45 D�5�C�2 A�J�2 "!5)' D�1�=45�3 3;=�3�3 #�$ ��% # ����. # �
��"������!� A�5�A!J�A 3;��3 3��43 3 3 "!5)Y D�1�=45�3 3;=�3�3O_4�)]�e���.�0!	���^�`
��"������!� A�5�5�3�A 3;��3 3��43 3 3 "!5)Y D�1�=45�3 3;=�3�3O_4�)]�e���.�0!	���^�`
����7�A;��3�1�M)��	����)7�J A�D�1�D�3 A�D�1�D�D+A�5�A�6!J A�5�A!J�A)A�5�5�3�A

The recovered apache /var/log/httpd/ssl_engine_log shows PID 21510 was at one time the
httpd server.  This is further evidence that the apache mod_ssl exploit (probably osslmass2
above) was used to gain this shell.

Beginning at 15:30:48, header files in /usr/include/asm are accessed suggesting a program is
being compiled.

At 15:30:54, /etc/rc.d/init.d/rc.sysinit is changed, Comparing to an original RH7.2 script, it
appears that 'kflushd' was echo'd to the end of the file.  There is no file named 'kflushd' on the
compromised system, however checking the kcore-strings.txt shows an error attempting to
create the file.

.�% =�����
�
!�����(������!�)(�����*!����()��	����p� # 0�	�
 # ������*!��� $ ��=iT���(�.!	�����	���
 $ ��
�	�� $
� # 	�
����?=�������*!��� $ =�����.�.���
 $ 
!�������*�
 $
_�D�f�5�2�.!��������
�	�
��)�����-�����-�!(��������;�����
_�D�f�5�2�.�X���� $ ��
��������
_�D�f�5�2�.�W���*Q�������!�)(������
_�D�f�5�D�.!����"�&!(�	������

It's probably a safe assumption that kflushd is the kernel module boot startup.  Because this
file was not successfully installed, the kernel rootkit will not survive a reboot of the system.

Then /root/.bash_history is linked to /dev/null, the adore.o & clearer.o kernel modules are
created.  Finally the /usr/lib/sp0* files are changed and /var/log/messages is linked to /dev/null.
The speed at which this occurs implies an automated script rather than a human typing
commands.

The following snippet from kcore-strings.txt suggests this script was /dev/shm/.sc/install.

���!7�A;��3�1�M-��������
���.��
�����������������?�4��������� $ ��.���	�

���!7�A;��3�1�M-��������
���.��)��0�.!C�J!� $ ��������"�* ��� $ *
���!7�A;��3�1�M)� $)#�$ ��% # ����. # ���
���!7�A;��3�1�MO� # 	�
!���!�����)��0�.�C!J�� $ �!���4��"�*?�4� $ *
_4B�B!f�D!f�5�5�.!��	����
_4D!f�5�D�.���	�����	��
_4B�B!f�D!f�5�5�.!������	 L ��������(�o-����*F������*�.��	)������*��;o
_4D!f�5�2�.�'�����(��!	�
!�
_4D!f�5�D�.��!	�(���� < ��%!�)7�7)��
�����������	�
��������
_4D!f�5�2�.���(������!	�
!�-����.��������
_4D!f�5�2�.�'�����(��!	�
!�)'�' L �?�����
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_4D!f�5�2�.�'�����(��!	�
!�)��
!	�������(;�����
_4D!f�5�2�.�����.�"�	���	�
��)��
 $ 	�
�����������	�
�� @ \�R?�����

This script was recovered by lazarus as block 564745 (see the Appendix).

Note the Romanian text in the output of the install script.  It's also interesting the files are under
/dev/shm.  This is the shared memory object and much like /proc, does not actually exist on
disk.  

We see here the attacker changed the hostname and passes the name to the rootkit install
script.  This suggests the rootkit will communicate with a remote system.  The new hostname
resolves to the real IP (vs. NAT'd PNN) address allowing traffic to be routed over the Internet
back to the subject system,

$ host sbm79.dtc.apu.edu
sbm79.dtc.apu.edu has address 199.107.97.79

$ traceroute sbm79.dtc.apu.edu
   :
   :
16  gbr1-p80.la2ca.ip.att.net (12.122.11.146)  96.354 ms ... 
17  ar7-p310.la2ca.ip.att.net (12.123.28.178)  96.478 ms ... 
18  12.125.102.14 (12.125.102.14)  172.477 ms ... 
19  199.107.96.249 (199.107.96.249)  162.252 ms ... 
20  * *

$ whois 199.107.96.249
CERFnet NETBLK-CERFNET-CBLK2 (NET-199-105-0-0-1)

                                  199.105.0.0 - 199.108.255.255
CERFnet customer - Azusa Pacific University CERF-AZUSA 
(NET-199-107-96-0-1)

                                  199.107.96.0 - 199.107.99.255

The snippet of history seen previously (but repeated here) also shows the '/dev/shm/k'
processes with start times of 15:30.

���!7�A��43�1�M-"!�)��*�8Fn���(���"��"!�������
��"!������� A�D�1�D�3 3��43 3;��B D�B�C!2 5�J�A o ' D�1;=�A�6 3�=43�3O� # 0!�����
��"!������� A�D�1�D�D 3��43 D;��D A�D�6�6 D�D�A�B "�5)' D�1;=�A�6 3�=43�3)���p7�	
��"!������� A�5�A�6!J 3��43 3;��5 D�5�C!2 A�J�2 "�5)' D�1;=�5�3 3�=43�3 #�$ ��% # ����. # �
��"!������� A�5�A�J�A 3��43 3;��3 3 3 "�5)Y D�1;=�5�3 3�=43�3O_4�+]�e���.�0�	���^!`
��"!������� A�5�5�3�A 3��43 3;��3 3 3 "�5)Y D�1;=�5�3 3�=43�3O_4�+]�e���.�0�	���^!`
���!7�A��43�1�M)��	����)7!J A�D�1�D�3 A�D�1�D�D)A�5�A�6!J A�5�A�J�A)A�5�5�3�A

At 15:31:51, we begin to see accesses to the /lib/.x rootkit files.  And at 15:32:17 the sk binary
is run.  Both the hide.log and install.log files have recorded errors for the rootkit initialization.
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This might be caused by a mismatch with the kernel versions.  According to /etc/redhat-
version, this system is a RH 7.2, but `cat /proc/version` (from the FIRE IR script) returns a 7.1
value.

At 15:32:33 /etc/passwd is changed.  It's unclear what actually changed as the file MD5
checksum matches the value collected when the system was installed.

Running john the ripper against an un-shadowed copy of the passwd file reveals both the root
and admin passwords.

  # cat john.pot
 $1$gm64oWDG$/W3MX0Pb7/2oCB7Jkyvga1:h0cusp0cus
 $1$YAkCbk.7$JoZPsqqGxO.ImKonKAucm.:admin

Because a copy of /etc/passwd and /etc/shadow were e-mailed by the rootkit install scripts,
these passwords should be considered compromised.  Any other systems sharing these same
passwords should be changed immediately.

 
At 15:37, /var/log/maillog shows this mail for a yahoo address

X�*��)D�3)D�1;=�5�C�=4B�3)�����������!���������
 $ .!��	��;_�A�5�5�A�3�`!=i��C�X�R�b�b�
�A�5�5�3�3�=
�!��m�
���/�"��!(�������*�����(�H�&!���!�����4����.�,-���!��� $�$ (�m���"������!�FE:B�6 # B�6!I�, $ ������&�m!3�3�=43�C;=�D�3!,
8 $ ������&�m�3�3;=�3�C�=4D�3�,�.!��	�����(�m!����.���";,q"�(�	�m!5�3�3�B�5�,-(�������&�m�.�8�B��:.!��	����:&!���!�����4����.?�
_�A�D!2���D�5�2!�4D�A�J!��2�`�, $ ��
�m�A��43��43!,-���!����m!'���
�� E9��� $ 	�( $ ����I

At 15:40:43 /usr/bin/ftp is accessed followed at 15:49:47 by the creation of /root/sslstop.tar.gz
We'll see shortly that the source of this tarball is izolam.net/sslstop.tar.gz.   This file is untared
between 15:50 and 15:52.  And at 15:52:53, the sslport program is run, changing the
/etc/httpd/conf/httpd.conf file (replacing port 443 with 114) and restarting the service.

At 15:42 the mail is deferred by a timeout with the yahoo mail exchanger.  This is soon
followed by a third piece of mail that cannot be sent due to the service being unavailable.

X�*��)D�3)D�1;=�B�A�=45�D)�����������!���������
 $ .!��	��;_�A�5�5�5�D�`!=i��C�X�R�b�g!��A�5�5�A�D�=
�!��m�
���/�"��!(�������*�����(�H�&!���!�����4����.�,-���!��� $�$ (�m���"������!�FE:B�6 # B�6!I�, $ ������&�m!3�3�=4D�A;=�3�3!,
8 $ ������&�m�3�3;=�D�A�=43�3�,�.!��	�����(�m!����.���";,q"�(�	�m!5�3�3�B�5�,-(�������&�m�.�8�B��:.!��	����:&!���!�����4����.?�
_�A�D!2���D�5�2!�4D�A�J!�4D�C�`�, $ ��
�m!B;��3;��3�,-���!����m��!������(�(�� $ =�����
�
������!	���
)�!	�.!� $ ��*��)/!	����
.�8�B��:.!��	����:&!���!�����4����.?�
X�*��)D�3)D�1;=�B�5�=4B�5)�����������!���������
 $ .!��	��;_�A�1!2�1!J�`!=i��C�X�R < S L A�1�2�A�J!=
�!��m!����	�Y���"��!(���
�	���>!��	�����H�&!���!�����4����.�,-������� $�$ (�m�(������ E:3 # 3!I�, $ ������&�m!3�3�=4D�D;=�D�3!,
8 $ ������&�m�3�3;=�D�D�=4D�3�,�.!��	�����(�m!����.���";,q"�(�	�m!5�6�D�J�6�,-(�������&�m�.�8�B��:.!��	����:&!���!�����4����.?�
_�A�D!2���D�5�2!�4D�A�J!��2�`�, $ ��
�m�1��43��43!,-���!����m!'���(�%!	����-*�
!��%!��	�����0����

 
Throughout the /var/log/maillog history, local mail to root is sent without problems.  However,
mail in /var/spool/mail/root doesn't start queuing until 16:10 when cronjobs for /usr/lib/sa* begin
failing.  The attacker removed the /var/log/sa/ directory causing the cron failures.
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This also suggests root's mail was deleted prior to this.  At 15:54:04 /.bash_history is created.
This file shows the removal of /var/mail/root (this is symlink'd to /var/spool/mail/root).  It also
shows command sequences we've recovered from kcore-strings.txt.

M)����� # � $ (���. # �90�������>��!	�������(�&
	 $
*�"��!	�.!�
� # 	�
����
�!������
!��.��
�!������
!��.��)��0�.!C�J!� $ �����4��"�*?�4� $ *
� $)#�$ ��% # ����. # ���
� # 	�
����!�����)��0�.�C!J�� $ �!�;����"�* ��� $ *
(�.7�(�� # %���( # .���	�� # (������
"!�-8
� $)# ��.�"
���)7��
/!�����	�e�������. �9
���� # ������������" �9����(;����e
"!�-8
"!�)��*�8Fn���(���"��"!�������
��	����)7!J A�D�1�D�3 A�D�1�D�D)A�5�A�6!J A�5�A�J�A)A�5�5�3�A

At 15:54:18, the sslstop program is run, changing the /etc/httpd/conf/httpd.conf file (replacing
HAVE_SSL with HAVE_SSS) and once again restarting the service.

Changing the conf file prevents loading of the SSL modules by the IfDefine directives.  The
slight typo makes it easy to miss with a cursory glance.  At this same time, the
/etc/rc.d/init.d/functions script is accessed.  This causes the /usr/bin/crontabs to start the 
'smbd -D' ssh server, resulting in accesses to the iceconf.h, icekey.h, and iceseed.h files.

At 15:57:06, wget is used to obtain the psyBNC2.3.1.tar.gz file and place it into /etc/opt.
greping for this file name in kcore-strings.txt reveals the package was obtained from
www.psychoid.lam3rz.de/psyBNC2.3.1.tar.gz

The file is untared and at 16:01:18, make is used to build the package.  At 16:02:12 the
/etc/opt/psybnc program is executed.

This snippet of shell history shows the psybnc program is eventually moved to 'init ' (note the
space).  This file does not exist on the system.  According to the process and /proc data
collected by the FIRE IR script, the psybnc program is actually named 'initd'.  The quotes in the
snippet below may simply be an artifact of the recovery.

_�(������!H���0�.�C!J�"���&�0�
��!`�M)������� �9����
�"!(�	�
������4�
_�(������!H���0�.�C!J�"���&�0�
��!`�M)���)7��
_�(������!H���0�.�C!J�"���&�0�
��!`�M-%!	)�������?�:�
_�(������!H���0�.�C!J�"���&�0�
��!`�M)���)7��
_�(������!H���0�.�C!J�"���&�0�
��!`�M)(�.7�(��)������� �9�
_�(������!H���0�.�C!J�"���&�0�
��!`�M-.�%)"���&�0�
��+	�
!	���a)a
_�(������!H���0�.�C!J�"���&�0�
��!`�M-T�X�� L m?=:T�X�� L

Note the shell prompt also reflects the new hostname that was changed @ 15:30.
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The /etc/opt/psybnc/log/psybnc.log file shows several connections from 
sanido-09.is.pcnet.ro and sanido-08.is.pcnet.ro between 16:03 (just after the IRC server
started) until 18:00.   The userids 'sic' and 'redcode' were used to login and connect to
fairfax.va.us.undernet.org and mesa.az.us.undernet.org.

M)����(���"F� @ [�Q����?n:�!����\ �i"!��&�0�
!�;������
!�
b!'���K�D��9b�'���K?� @ [�Q�����m���	��
b!'���K�D��9b�'���K?�:X < X�W��!����\�m?_�_�_4����0�`�`�`
b!'���K�D��9b�'���K?�:�!����\�m?_�_�_4����0�`�`�`
b!'���K�A��9b�'���K?� @ [�Q�����m�(�� $ ��� $ �
b!'���K�A��9b�'���K?�:X < X�W��!����\�m!��	�����R��
b!'���K�A��9b�'���K?�:�!����\�m!(�� $ ��� $ �

A review of the kcore-IRCtraffic.txt file reveals several channels used:

M�K�� $ ��� $ �
M�X�	���U�*�
�	
M�(�� $ 	���������	�%

This list is also confirmed by the /etc/opt/psybnc/psybnc.conf file:

M)��(���"� L X�� # � $ (���. # ����� # ��"�� # "!��&�0�
�� # "!��&�0�
!�;������
��
b!'���K�D���� L X������ @ '��:������K�W!D�m!M�(�� $ 	��������!	�%
b!'���K�D���� L X������ @ '��:������K�W!3�m!M�K!� $ ��� $ �
b!'���K�A���� L X������ @ '��:������K�W!D�m!M�X!	���U�*�
�	
b!'���K�A���� L X������ @ '��:������K�W!3�m!M�K!� $ ��� $ �

A grep for 'kgb' in the kcore-strings.txt file uncovers this partial conversation
(edited for clarity):

_�_�_�����0�`�`�`�R���.���
��!��
)
�*��	)�����O�
_�_�_�����0�`�`�`=4����	-0!�������
= $ ����� $ ����* h�r $ ����� $ ����*�H�D�J�5;��A�5�D;��5�B���D-T�K!��g�R�'�Q
_�_�_�����0�`�`�`=4]���	�����.���^O�����:�!���!e�	

.�*�(�	�.?����� $ ��(-
�*��e�	;������e�0�&��
= $ ����� $ ����* h�r $ ����� $ ����*�H�D�J�5;��A�5�D;��5�B���D-T�K!��g�R�'�Q
_�_�_�����0�`�`�`=4j-T!��(�����=���	�����.��

E $ (���Z�H�6�D;��D�J�2���A�A�1;��C�C!I

Google searches of "Momentan nu ai lag" and "totzi murim" once again lead to Romanian
sites.  A traceroute to 193.231.34.1 passes thru roedu.net which is the Romanian Education
Network in Bucharest.

P-�!(�������(���*����)D!J�5��4A�5�D��45�B;��D
=
=

D�C ���?�:��*�D��:��* ��������
�� �9
���� E42�A;��B�3���J�2!�4D�3�I D�2�D;��D�1�3-.��O�����
D�6 (���� $ *�
!���!7���/ �9��*!D;�9��*?�4������
��?�:
!��� E42�A;��B�3��4D�3�5��4C�6�I D�C�3;��5�J�A
D!J 	�����	�7�5�B�R?�:
!��8�������
?�4(���� $ *?�:
!��� E:A�D�C��4C�5;��D�2�3;��C�3!I A�3�3��45�5�5������
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A traceroute to 81.196.225.77 (mentioned in the last line of the converstion) leads to rdsnet.ro.
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[NOTE: the last hops bounced between .11 and .251 indicating
a probable routing problem @ rdsnet.ro.]

At 16:03:16 /etc/shadow, /root/.bash_profile and /root/.bashrc are accessed.  This suggests the
root user logged in.  And in both the /lib/.x/s/mfs and /usr/lib/libice.log files there is an entry
recording a telnet connection from proxyscan.undernet.org at 16:04:13. 

The same telnet connection (from 193.109.122.5 proxyscan.undernet.org) is logged in
/var/log/secure at 16:04:14.  At 18:58 /var/log/secure also recorded a sshd connection from
202.85.165.46.  This address is located in Hong Kong and is probably unrelated backscatter
traffic.

At 16:07:12 it appears /var/log/wtmp was cleared.  At 16:08:02 /root/.bash_history is linked to
/dev/null.  This suggests the attacker is performing final cleanup to hide his/her activity.  After
this, we do not see any new intruder activity until the incident response begins.

Finally at 20:30, we see the incident response begin with the mounting of the FIRE static
binaries cd-rom.

The IRC connection attempts continued after the IR data collection as evidenced by the
tcpdump traffic capture from the subject computer.
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COMPROMISED FILES

The compromised-diff.txt report shows files that have mis-matched checksums from before
and after the compromise.  Lines beginning with a '<' indicate the file was removed from the
system.  Lines with a '>' show an addition to the machine.  When a file appears in the report
twice (both a '<' and a '>'), this indicates a replacement.

Here is a summary of the report with comments on the files.  The 'A/C/D' in the first column
indicates the file was added, changed or deleted from the subject.
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From the md5 checksum comparison, we can see many files that were replaced or added to
the system by the attacker.  There are also many files that can be recovered via the TCT
utilities.  In this section, we will review most of these files to determine the purpose and origin.
NOTE: the psybnc IRC package is a standard IRC bouncer and is not analyzed here.

During this phase of the investigation, disassembly and possibly even execution of rootkit files
is often performed.  In the interest of time however, this was not done for this case (instead,
'strings' was the primary tool for examining the binaries).   Techniques and procedures for
performing advanced review of programs can be found by searching the Internet for Lenny
Zeltser's excellent work on "Reverse Engineering Malware".

The first collection of files comes from rk.tar.gz,  This is the primary rootkit downloaded from a
geocities site and installed by the intruder.

Although the tarball no longer exists on the subject computer, a copy of this file was obtained
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from geocities. The evidence suggests the copy is the same as what was installed.   The table
of contents for the tarball shows a single subdirectory (sand), an installation script and
supporting files.
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 $�# /������?�:�!��e
7�(�/�8�(�7�8�(�7�8	�
�����(�.���� # (������5!2�2�J�A+A�3�3�D�7�D�A�7�D�5)D�1;=�B�5�=45�6)����
 $�# ���
7�(�/!7�(�7�7�(�7�7)(������ # (������ A+A�3�3�A�7�3�B�7�D�6)A�A;=�1�J!=43�B)����
 $�# ��	�0������
7�(�/�8�(�7�8�(�7�8(������ # (������ C�B+A�3�3�A�7�3�5�7�D�6)3�C;=�D�6�=4D!J-����
 $�# �:����&!��"
7�(�/�8�(�7�8�(�7�8(������ # (������ 1�JNA�3�3�A�7�3!J�7�3�B)3�3;=�D�J!=4D�B)����
 $�# �:����&!���
7�(�/!7�(�7�7�(�7�7)(������ # (������ 1�5�6�2NA�3�3�A�7�3�B�7�D�6)A�5;=�D�D�=4B�D)����
 $�# � $ �;���
7�(�/�8�(�7�8�(�7�8D�3�3�3 # (������ 1�3+A�3�3�A�7�3�1�7�A�B)D�C;=�5�1�=4B�1)����
 $�# ��"!	
7�(�/�8�(�7�8�(�7�8(������ # (������ D�5�C�3�C+A�3�3�A�7�3�C�7�D�3)A�3;=�D�5�=43!2-����
 $�# ��(���
�����0��
7�(�/�8�7�7�7�7�7�7)(������ # (������ C�D!2�1+D�J�6�5�7�3!J�7�A�1)D�C;=�B�1�=43�3)����
 $�# ��/!��" $ A
7�(�/�8�(�7�8�(�7�8(������ # (������ 2�C�A�1�A�C+A�3�3�A�7�3!J�7�3�5)A�5;=�1�B�=4D�3)����
 $�# ��%!��D
7�(�/�8�(�7�8�(�7�8(������ # (������ 2�C�A�1�A�C+A�3�3�A�7�3�C�7�5�D)3!2�=�3�5�=4A�A)����
 $�# ����� $

From this we can see this is the origin of the replaced system binaries (ls, top, netstat, ifconfig,
and ps) along with the config files for hiding the intruder's activity.  This tarball is also the
source for the sl2, logclear, and sense programs.

The install script (included in the Appendix) reveals that kde.c is the source for the '(swapd)'
program.  The script attempts to compile the code, but if it fails (as it did on the subject),
swapd2 is moved instead.  lpi is a script to start the '(swapd)' process.

The crontabs file starts the 'smbd -D' process.  This is inserted into the system init scripts to
restart the process at boot time.  The ava program creates the 'smbd -D' file and the
configuration files by copying h, hh, hhh and ava1.

By comparing the md5's we can confirm the /usr/lib/libshtift/ binaries are our 
originals.

M)����(���"F� # 0�	�
 # "���P;n # 0!	�
 # ����P�n # 0�	�
 # 
!���!���!���!P;n # *!��( # 0!	�
 # �!��"!P;n # ��0!	�
 # 	�������
!��	���P���l
��� # ��	�
�*�8!7���*���"���
 $ � $ 7�. $ 1��

5���C�B�5��!240!����D���5�B���A���A�D�2�B��!2���D���D�3!J�2 $ 3 # %���( # ����" # 0�	�
 # ���
2�3�J�D���A���3���J�A�5�D�6�B�B $ D����!J $ B�5���A!J��!2�C!2�C # *���( # 0�	�
 # ����"
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3�����3�5�6�3�C���1�5��!J�3�0�D�B�C���B�5�3!J�1�C�5���0!��C!2�� # 0�	�
 # 
������������
5���C�B�5��!240!����D���5�B���A���A�D�2�B��!2���D���D�3!J�2 $ 3 # 0�	�
 # ���
6�6�D���C�����5�D��!2���B�B�C���A�J�6�A�3���0�C�5 $ ��D $�$ J�� # 0�	�
 # "��
�!J�6�B�5�3�A�2�1�A���3���1!J�B!2�J���3 $ 6�6�A!2�����5�� $ ��0 # ��0!	�
 # 	�������
!��	��

M)����(���"
� # *���( # ��	�0 # ��	�0!������	���� # "!��P�n # *���( # ��	�0 # ��	�0!������	���� # ����P�n # *���( # ��	�0 # ��	�0�������	���� # 
!���!���!���!P;n # *!��( # ��	�0
# ��	�0!������	���� # ����"�P�n # *���( # ��	�0 # ��	�0������!	���� # 	�������
!��	���P��)� # ����.�"!(���.�	���� $ �9. $ 1

3�����3�5�6�3�C���1�5��!J�3�0�D�B�C���B�5�3!J�1�C�5���0!��C!2�� # � $ (���. # *���( # ��	�0 # ��	�0������!	���� # 
!���!���!���
6�6�D���C�����5�D��!2���B�B�C���A�J�6�A�3���0�C�5 $ ��D $�$ J�� # � $ (���. # *���( # ��	�0 # ��	�0������!	���� # "!�
5���C�B�5��!240!����D���5�B���A���A�D�2�B��!2���D���D�3!J�2 $ 3 # � $ (���. # *���( # ��	�0 # ��	�0������!	���� # ���
�!J�6�B�5�3�A�2�1�A���3���1!J�B!2�J���3 $ 6�6�A!2�����5�� $ ��0 # � $ (���. # *���( # ��	�0 # ��	�0������!	���� # 	�������
!��	��
2�3�J�D���A���3���J�A�5�D�6�B�B $ D����!J $ B�5���A!J��!2�C!2�C # � $ (���. # *���( # ��	�0 # ��	�0������!	���� # �!��"

Another tarball is sslstop.tar.gz obtained from izolam.net.  

M-�!��(+7�%���e��)������������" �9����(;����e
$ (�/�8�(�/�8�(�7�8)��%�� # ��%�� 3+A�3�3�A�7�D�3�7�D�2-D�5;=�5�3�=4A!J-���������!��" #
7�(�/!7�(�/!7�(�7�7-��%�� # ��%�� 6�C+A�3�3�A�7�D�3�7�D�1)D�A;=�5�D�=41�3)���������!��" # R!��������	����
7�(�/!7�(�/!7�(�7�7-��%�� # ��%�� A�C!J�B+A�3�3�A�7�D�3�7�D�1)D�5;=�D�3�=41�C)���������!��" # ������"���(��?�4�
7�(�/!7�(�/!7�(�7�7-��%�� # ��%�� D�6�3�JNA�3�3�A�7�D�3�7�D�1)D�5;=�3�3�=4D�3)���������!��" # ���������!��"?�4�

    
The Makefile simply compiles sslport.c and sslstop.c - it doesn't install the resulting programs.
A review of the source code shows these programs change the httpd.conf file to disable ssl
support and the port it listens on.
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ANSWERS TO HONEYNET QUESTIONS

   1. Describe the process you used to confirm that the live host was compromised while
reducing the impact to the running system and minimizing your trust in the system.

As shown in the Incident Response procedure section,
every effort was made to collect evidence using
only known good static binaries.  The best current
practice of collecting evidence by 'order of volatility'
as described in RFC 3227 was followed.

   2. Explain the impact that your actions had on the running system.

By using static linked binaries from the FIRE
cdrom, the impact to the subject system is 
minimal.  Also, the data collection process operated
on raw disk devices (vs. filesystems), so the subject
data would not be altered.

The mounting of the FIRE cdrom however, required using
the subject computers copy of the 'mount' command.
In addition to updating the MAC times for mount, it
also modified /etc/fstab, /etc/mtab, and /etc.

   Further, due to a few missing binaries, the 
FIRE chkrootkit script could not specify the path
to the static binaries on the cdrom.  This may
have updated MAC times for the binaries (such as awk)
in question.  Because the subject computer binaries
were used, the output of the script is not relied
upon by itself (ie- other evidence is used to 
confirm suspicions).

The shell processes and network connection used to collect
the evidence appears in the data, but is easily
identified and ignored.

By collecting data in this manner and working only with
offline copies, we're able to preserve as much of the
systems pristine condition as possible.

   
   3. List the PID(s) of the process(es) that had a suspect port(s) open (i.e. 
non Red Hat 7.2 default ports).
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     The FIRE IR script collected the listening ports and 
processes shown below.  Only tcp ports 79, 113, 21, 22, 
23, and 25 are not suspicious.  These are associated with 
finger, ident, ftp, secure shell, telnet and sendmail 
respectively.  Finger, ftp and telnet are often handled by 
xinetd as the process list shows.

TCP port 139 and UDP ports 137-138 are associated
with the Samba package and the process names match
the expected programs.  However, samba is not usually
installed by default.  Despite this, it appears Samba
was installed on the system and these ports are OK.

TCP port 80 and 443 are associated with httpd web 
servers.  The process name of 'smbd -D' doesn't make
sense in this context.

TCP port 3128 is usually the squid web proxy cache.
It is not installed by default and the process name
is wrong.

TCP ports 2003, 65336, 65436 and UDP port 3049 are
clearly suspicious.

----------------------------------------
[NOTE - established connections, the Recv/Send-Q and
Foreign Address columns were edited for readability ]

X!���!	�%!�)��
��!��(�
��������
�
!������	���
!�FE:����(�%!��(��)��
 $ ��������0���	������ $ I
T!(������ @ �������-X $�$ (������ '��!���!� T���� # T�(�����(���.)
!��.!�
�!��" 3��43��43��43�=4D�5�J @ ��'������ 6�B�1 # ��.�0 $
�!��" 3��43��43��43�=4C!J @ ��'������ C�5�A # 8�	�
���� $
�!��" 3��43��43��43�=46�3 @ ��'������ 5�D�5�C # ��.�0 $ 7��
�!��" 3��43��43��43�=4D�D�5 @ ��'������ 2�C�C # 	 $ ��
�� $
�!��" 3��43��43��43�=4A�3�3�5 @ ��'������ 5�D�5�C # ��.�0 $ 7��
�!��" 3��43��43��43�=4A�D @ ��'������ C�5�A # 8�	�
���� $
�!��" 3��43��43��43�=4A�A @ ��'������ 2�J�J # ����� $
�!��" 3��43��43��43�=4A�5 @ ��'������ C�5�A # 8�	�
���� $
�!��" 3��43��43��43�=�2�1�5�5�2 @ ��'������ D�1�D�D!J # 	�
!	�� $
�!��" 3��43��43��43�=45�D�A�6 @ ��'������ A�1�A�B�D # 8���"���

�!��" D�A�C��43��43��4D�=4A�1 @ ��'������ C�1!J # ����
 $ .���	���=���������"
�!��" 3��43��43��43�=4B�B�5 @ ��'������ 5�D�5�C # ��.�0 $ 7��
�!��" 3��43��43��43�=�2�1�B�5�2 @ ��'������ D�1�D�D!J # 	�
!	�� $
* $ " D!J�A��4D!2�6��4D��4C!J�=�D�5�C 6�1�3 # 
�.�0 $
* $ " 3��43��43��43�=4D�5�C 6�1�3 # 
�.�0 $
* $ " D!J�A��4D!2�6��4D��4C!J�=�D�5�6 6�1�3 # 
�.�0 $
* $ " 3��43��43��43�=4D�5�6 6�1�3 # 
�.�0 $
* $ " 3��43��43��43�=45�3�B!J A�1�A�5!J # 8���"���


----------------------------------------

The HoneyNet Scan of the Month # 29                   Brian Coyle, GCIA Page - 37



   4. Were there any active network connections? If so, what address(es) was the other end
and what service(s) was it for?

      Output from the netstat command collected by the
FIRE IR script shows an active connection from
213.154.118.200 (sanido-09.is.pcnet.ro), port 1188
to the subject system port 65336.

The lsof output also collected by the FIRE script
show this port is used by the psybnc IRC bouncer
running as /etc/opt/psybnc/initd (PID 15119).

The /etc/opt/psybnc/log/psybnc.log file shows
this connection started at 16:03:32 for the user 'sic'.

   5. How many instances of an SSH server were installed and at what times?

Three ssh server binaries were discovered:

   smbd -D from abc.tgz downloaded at 13:34:23
sp0 compiled at 15:30:21
xopen accessed (i_atime and i_ctime) @ 15:32:16.

   6. Which instances of the SSH servers from question 5 were run?

   smbd -D started at 15:54:18 - running as pid 3137 @ 20:30
sp0 started at 15:30:21 - not running at 20:30
xopen started at 15:32:16 - pids 25239 & 25241 @ 20:30

Note- the real sshd service was restarted at 14:13:47 (pid 699).

   7. Did any of the SSH servers identified in question 5 appear to have been 
modified to collect unique information? If so, was any information collected?

The FIRE lsof output shows xopen writes to
/lib/.x/install.log however, this file only
contains errors from the SucKIT rootkit.

   8. Which system executables (if any) were trojaned and what configuration files did they
use?

Comparing the md5 checksum before and after images,
the following files were found to be compromised:
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/usr/bin/top
/bin/netstat
/bin/ls
/bin/ps
/sbin/ifconfig

    Note: although /var/ftp/bin/ls appears in the diff list,
this was a hardlink to /bin/ls as part of the ftp chroot 
environment.  When /bin/ls was replaced, the hardlink
was broken.  /var/ftp/bin/ls remains unchanged.

Using strings on the compromised binaries, we confirm
these files are used by the trojans:

/dev/ttyop      used by ps & top to hide processes
/dev/ttyoa      used by netstat to hide addresses and ports
/dev/ttyof      used by ls to hide files
/etc/psdevtab   used by top and ps

   9. How and from where was the system likely compromised?

As shown in the timeline discussion, the attacker
used a vulnerability in Apache mod_ssl (probably
CVE-2002-0082).  As logged by the recovered 
/var/log/httpd/access_log file, the intruder accessed 
the subject system from the IP address 213.154.118.219
which resolves to extreme-service-11.is.pcnet.ro

The initial exploit likely didn't grant root
privileges, as the ptrace exploit program was
run to gain a rootshell.

   Bonus Question:
   What nationality do you believe the attacker(s) to be, and why?

   Several factors point towards the attacker(s) 
being Romanian- the domain used to initially
access the system; the text of the rk.tar.gz 
rootkit installation script; the text from
the /dev/shm/sc/install script; the IRC 
conversations and the addresses used for same,
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APPENDIX

The appendix includes files and data too abundant to place inline with the narrative.  This
consists of:

        - chkrootkit output
        - compromise.IR output
        - compromised-diff.txt
        - mactime-Aug10.txt
        - rootkit install script
        - lazarus blocks 256657, 256757, & 564745

chkrootkit output

K�[�[�������K	��p� # �
���!������	�
������. $ �������i
!�������*�
 $
���!������	�
����0!������
!��.!�;�������i
����	�
!�������!� $
���!������	�
����0!	����;�������i
��������*�
 $
���!������	�
����������
 �������i
����	�
!�������!� $
���!������	�
����������� �������i
����	�
!�������!� $
���!������	�
������(���
 �������i
����	�
!�������!� $
���!������	�
��� $ ���!�;�������i
����	�
!�������!� $
���!������	�
��� $ * �������i
����	�
!�������!� $
���!������	�
��� $ 	�(�
���.����������i
!���	�
���������� $
���!������	�
���������!�;�������i
����	�
!�������!� $
���!������	�
��������(���"?�������i
!���	�
���������� $
���!������	�
������
�%?�������i
!���	�
���������� $
���!������	�
������	�
 $ �������i
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!�������!� $
���!������	�
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!����( $ �������i
!���	�
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!�������!� $
���!������	�
������* �������i
����	�
!�������!� $
���!������	�
����	�������
!��	��;���������������!�������
���!������	�
����	�
���� $ �������i
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���������� $
���!������	�
����	�
���� $ ����
����������i
!�������*�
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���!������	�
����	 $ ��
�� $ �������i
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!�������!� $
���!������	�
������	������������������i
!���	�
���������� $
���!������	�
����� $ ����"!(�������� $ ������������
?�:���8����O� # ����(�	�
!����7���������	���,�
!���)�!�����!� $
���!������	�
����������	�
?�������i
!���	�
���������� $
���!������	�
�������;���������������!�������
���!������	�
�����������;�������i
��������*�
 $
���!������	�
����.!��	��;�������i
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���!������	�
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!��������& �������i
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!�������!� $
���!������	�
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���!������	�
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!��.!� $ �������i
!�������*�
 $
���!������	�
����"!������/ $ �������i
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!�������!� $
���!������	�
����"!	 $ �����������i
!���	�
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���!������	�
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���!������	�
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rootkit install script

M;h # 0!	�
 # 0!�����
M-R�� $ �-U�&�����

U @ \�m?�4M�_4D!f�5�3�. �
K�����m?�4M�_4D!f�5�D�. �
Q�K���m?�4M�_4D!f�5�A�. �
W�� @ m?�4M�_4D!f�5�5�. �
U @ b�m?�4M�_4D!f�5�B�. �
R�X!Q�m?�4M�_4D!f�5�1�. �
��W���m?�4M�_4D!f�5!2�. �
< L ��m?�4M�_4D!f�5�C�. �
��K�����m ��M;_�3�f�5�D�.?�
��Q�K���m ��M;_�3�f�5�A�.?�
��W�� @ m ��M;_�3�f�5�5�.?�
��U @ b�m ��M;_�3�f�5�B�.?�
��R�X�Q�m ��M;_�3�f�5�1�.?�
����W���m ��M;_�3�f�5!24.?�
� < L ��m ��M;_�3�f�5�C�.?�
K��!'�m?�4M�_43�. �

b�'���K!����m;��	 $ 7�*��
�������a�P�{ < L �!|�7�7�7�P�{�K����;| g!��(�	���	�����. $ �����)��*�
�����.)K�[�[��)P!{ < L �!|h�h�h�P�{�K��!'�|�a
	��O_�P�b�'���K!���7���Z)3`
���!��

�������a�P�{�K�����|�c�c�c�P�{ < L ��| ��	����-��XF������, $ ����	-"�*�����.����
��!	�
�*��)P!{4U @ b;|=�P�{ < L ��|�7
P�{�K����;|�I�P!{4K��!'�|�a
�������
�������a�P�{�K�����|�7�7�7)P!{4��K����;|!h�h�h�P�{�K����;|�X��!��
��!	��-��*�������!	 $ �)����"��P�{�W�� @ |�P�b�'���K!���!P�{�K����;|-��	-
�*
P�{�Q�K��;|�K������+P�{���K�����|�h�h�h�P�{�K��!'�|�a
�������a�P�{ < L �!| X������)	�	-*�
P�{�U @ b;|�K�[�[���\�����P!{ < L �!| $ �������!��"���*!���)��	-��(���0�*�	��)���
��	�0��)P!{�Q�K���|�*�	 $ m!3�P!{4K���'!|�a
��8!	��
��	

(���m;��"�/ $ �
����.���m;a # *!��( # 0�	�
;a
���!��m�a # ���!��a
*���(�m�a # *���( # ��	�0 # ��	�0!������	�����a

�������������m�a # 0!	�
 # 
!���!���!����a
����m;a # 0!	�
 # ���!a
"���m;a # 0!	�
 # "!�!a
����"�m�a # *���( # 0!	�
 # �!��"�a
���!������(�m;a # *!��( # 0�	�
 # ���!������(!a
���!����m;a # *!��( # ��	�0 # � $�# �������;a
"�	�����m;a # 0!	�
 # "�	����!a
/�������m;a # *!��( # 0�	�
 # /�������a
	�������
���	���m;a # ��0!	�
 # 	�������
!��	���a
����&���"�m�a #�$ ��% # ����&!��"�a
����&�����m�a #�$ ��% # ����&!���!a
����&�����m�a #�$ ��% # ����&!���!a
	��O_�7��a # *!��( # 0!	�
 # �����!a)`�f�������

������m�a # *���( # 0!	�
 # �����!a
�������
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	��O_�7��a # *���( # ��������� # 0�	�
 # ������a)`�f�������

������m;a # *���( # ��������� # 0�	�
 # ������a
�������

	��O_�7��a # *���( # 0�	�
 # ���!a)`�fq���!��

������m�a # *���( # 0�	�
 # ���!a
�������

	��O_�7��a # *���( # ��������� # 0!	�
 # ����a)`�f����!��

������m�a # *���( # ��������� # 0�	�
 # ����a
�������

������m�a # *���( # 0�	�
 # ��
�	�������a
��	!f-��	!f-��	!f-��	

*�
!����� L ��'����!� @ �;f-������/�
(������ ��(������j!f�*�
�����	����)s�^ #�$ ��% # 
�*����)���
�������a a
�������a�P�{ < L �!| H�H�H)P!{�Q�K��;|�[�\P!{4U @ b�|����������*����(��)��������	-"!�)���������, $ �
"�(�������(���0!	��NU�* $ *F=�7�I�P�{�Q�K��;|����, $ ����	)���-0�������.).���(��)P!{4U @ b�|�h�h�h�P�{ < L �!|�H�H�H�P�{�K��!'�|�a
�������a a
	��O_�7�� # ���!� # (���� $�# 	�
�	�� � $�# "���(���.���"O`�fq���!��

# ���!� # (���� $�# 	�
!	��?� $�# "!��(���.!��"������"
��	
	��O_�7�� # ���!� # (���� $�# 	�
�	�� � $�# ��&!�������`�f�������

# ���!� # (���� $�# 	�
!	��?� $�# ��&��������)���!��"
��	

��	����������)s�^ #�$ ��% # 
�*����)7�J-��&�������� $
��	����������)s�^ #�$ ��% # 
�*����)7�J-������� $
��	����������)s�^ #�$ ��% # 
�*����)7�J-��� $

P����������!()s�^ #�$ ��% # 
�*����)7�X!'���� $ 	���* # 0!	�
 # 0!	�
 # j # *���( # 0�	�
 # *!��( # 0!	�
 # j # ��0�	�
 # ��0�	�
 # j
# *!��( # ��0�	�
 # *���( # ��0!	�
 # j)P����!� # 	�.!j)P�*!��(+P�*!��( # j)P�����&���"P�����&!���)P�����&!���
�������a�P�{ < L �!|-'��-�!(�������.�-"�(�	�%!	�(�� $ *�"!�)��	���	���(��;����P�{���K�����|�h�P�{�K��!'!|�a
�������a a
	��O_�7��)P����!������(`�f����!��

�����!�a P!{ < L �!|����������!(�P!{4K����;|-7�^)P�{�U @ b;|�����P�{�K��!'�|�a
�������
	��O_�7��)P����!���O`�f����!��

# *���( # ��	�0 # � $�# ���!���7�K7�X!'���� $ 	���* # *!��( # 0�	�
P��������
��"7��)P����!���P����������!(
�������
�!��()7�8�e��)���������!(;�9����e
.�%7��)����������()P����!������(
�����!�a P!{ < L �!|����������!(�P!{4K����;|�7�^�P�{�U @ b;|����!�������!P�{�K��!'�|�a
����.!� $ c�8P����!������(
��	!f-��	

	��O_�7��)P�/!�����O`�f����!��

�����!�a P!{ < L �!|4/!������P!{4K�����|-7�^)P�{�U @ b;|�����P�{�K��!'�|�a
�������
�!��()7�8�e��-/!����� �9����e
.�%7��-/!�����P�/������
�����!�a P!{ < L �!|4/!������P!{4K�����|-7�^)P�{�U @ b;|����!�������!P�{�K��!'�|�a
����.!� $ c�8P�/������
��	

	��O_�7��)P�"!	����`�f����!��

�����!�a P!{ < L �!|4"!	�����P!{4K�����|-7�^)P�{�U @ b;|�����P�{�K��!'�|�a
�������
�!��()7�8�e��-"!	����;�9����e
.�%7��-"!	����)P�"�	����
�����!�a P!{ < L �!|4"!	�����P!{4K�����|-7�^)P�{�U @ b;|����!�������!P�{�K��!'�|�a
����.!� $ c�8P�"�	����
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��	

�������a-P!{ < L ��|�K���e�����%!��.)�!��.�"���
�	�	���� $ �N"��!,�
��������������	)����������,-��	N"��)����(���7����O=�7�T!P�{�K��!'�|�a

.�� $ 	�()P�*!��(!f�.�%P�
!���!���!���P�"��)P����)P�	�������
!��	��)P��!��"P�*���(�f�.�%)
��������!���P�
������������;f�.�%)"��
P�"!��f�.�%	�������
!��	��)P�	�������
!��	���f�.�%���)P�����f�.�%)����"P��!��"�f�.�%F�9����&���"P�����&���";f�.�%F�:����&!���
P�����&!���!f�.�%}�:����&!���)P�����&����

�������a P!{ < L ��|�����.�"!��
!	�	�����P�{�K����;|-7�^�P!{4U @ b;|�����
���P�{�K��!'�|�a

�������a-P!{ < L ��|�����"�	���.P!{4U @ b�|�'�' L 7�*!�)P�{ < L �!|���	)���-.!��	)�-
!��%!��	��O=47�TF����P�{�K��!'�|�a

.�%7�� ����
!���)����A)��������������()P�����.��!f-�����!�a # *���( # 0�	�
 # ��(���
�����0��)7���D+7�S!1�5)7�";a-^�^
# ����� # (��;� $�# 	�
�	�� � $�# ��*�
�����	���
!��f-�����!�)^�^ # ����� # (��;� $�# 	�
!	��?� $�# ��*�
!���!	���
!��f�.�%��(���
�����0��)7��
# *!��( # 0!	�
 # fN����.�� $ 1�3�3 # *!��( # 0!	�
 # ��(���
��!��0��
� # ��%!�
P������)7��)��/!��" $ � $ ���4�
	��O_�7��)��/!��" $ `�f����!��

.�%��/!��" $)# *���( # 0�	�
 # a;E9��/!��" $ I�a
�������
.�%��/!��" $ A # *!��( # 0!	�
 # a�E:��/���" $ I�a
��	
.�%��"�	 # *���( # 0!	�

.�%��	�0!����� # *���( # ��	�0
����.�� $ c�8 # *!��( # 0!	�
 # ��"�	
# *!��( # 0!	�
 # ��(���
�����0��
# *!��( # 0!	�
 # ��"!	

�������a-P!{4K����;|�X������!����� h�h�h�P!{4��K����;|���*)�!(��)��� $ ��	)P!{ < L �!|-� $)# *���( # 0!	�
Of-����
!���-�!��"?�4�����f
��������������()P!{�K��!'�|�a

� # ��&!��	�
����)^)	�
�����(�.�����	�	
�������a-P!{ < L ��|���.!� $ 	����	��!	-��(�	�.!	��)R!��	��)P!{4U @ b�|4U�X L P�{ < L ��|�.!��	)��	)(���0 $ ��(��)A-.!	�
?����P�{�K��!'�|�a
�������a a
�����	�
!����(�.!����	�	;n9.���	��)7��a�'�X�������K�')(�������a�.�&�0���0�&�/���&�H�&��������;������.
�����	�
!����(�.!����	�	;n9.���	��)7��a�'�X�������K�')(�������a�0�*!����&�
!D�C�H�&!���!�����4����.

�������a P!{ < L �!|4R!��	��)P�{�K�����|�7�^)P�{�U @ b;|�����
����4P!{4K���'!|�a�f
�������a a
�������a-P!{ < L ��|�j�j�j)P�{�Q�K��;|�'��-
!�)��������.��	-
���	-*�
������*�
)"!�)��	���	�h�P!{4U @ b�|�f�P�{ < L ��|�7�P!{4K�����|�I
P�{ < L ��|�j�j�j�P!{�K��!'�|�a
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��	
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!����� L ��'����!� @ �;f-P����!������()c�X���� $ 	���'�* # 0!	�
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The HoneyNet Scan of the Month # 29                   Brian Coyle, GCIA Page - 133



lazarus block 256657 (adore install)

M;h # 0!	�
 # ���
*�
!����� L ��'����!� @ � L ��'���'���Y�� L ��'���'�X�g��
U @ \�m�a�l�3�5�5;_�3!f�5�3�.�a
K�����m�a�l�3�5�5;_�3!f�5�D�.�a
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lazarus block 256757 (.x sniffer)
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lazarus block 564745 (.x/.boot startup script)
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