Scan of the Month #17

Completed by:
Adam Hansen (ahansen@bigfoot.com)

Date:


July 13, 2001

Analysis Method

1. Associate firewall logs with Snort logs

2. Break out traffic for each host

3. Analyze each host’s traffic identifying the attempted exploits based on the logs given.

4. Look for signs of success

See the included spreadsheet for all work and results.

Questions

1. What trends did you identify?

The attacks were generally predicable

The attacks were generally scripted (based on packet receipt time intervals)

The general procedure was the following

· Portscan

· IDS host OS

· Scan for service

· Attempt exploit on service

The preferred attacks were targeted at exploits within RPC, FTP and SOCKS

SYN-FINS were common


Telnet exploits were also used

2. What does this activity tell us about the blackhat community?

The blackhat generally completes a scans to identify hosts and OS, then scans for the target port on the honeynet host.  If the port is active, more information is gathered, finally culminating in an attempt to execute an exploit.  If the System Administrator were to use the information gathered from the targeted scans and perform ensure that known vulnerabilities have been resolved, the risk can be mitigated.

3. What if anything happened in the firewall and IDS logs that gave us a clue of what was coming?  Could any of the attacks been predicted ahead of time.  If so, how?

The same procedure was followed by most of the blackhats.  The process was initiated with a scan after which an exploit was attempted.  If the directed scans were used as an indicator of the attacks to come, we can ensure that the vulnerabilities have been patched and potentially, leverage the firewall to prevent the attacks.

The firewall didn’t show the outbound connections as they were blocked, however, the IDS did record the attempted outbound connections.  As this is a honeynet, any outbound traffic can be deemed a compromise.  Since we see traffic attempted in the outbound direction, it can safely be said that the 

4. What data did you find more valuable, the Snort alerts or the firewall logs of unique scans?  Why?

The Snort alerts were more valuable than the firewall logs.  It contained more information about the type of traffic destined for the target host as well as a more detailed timeline.  This was very helpful when identifying the types of vulnerabilities targeted at each host.   This was critical for determining which vulnerabilities scanned for and from researching www.cert.org and www.whitehats.com, which vulnerabilities that were scanned for were possible given that we knew each host OS type and target port from the Challenge Description.

5. What lesson did you learn from this?

The targeted scan can be an indicator of the attacks to come.  These should be analyzed in detail.  If a scan is targeted at a specific port, it warrants researching vulnerability databases to ensure that all patches have been applied.

6. How long did this challenge take you?

5 hours

7. Both the Snort alerts and the inbound firewall logs missed a successful attack. The only reason the Honeynet Project detected this successful attack was because the compromised system attempted an outbound connection (by definition this means a system was compromised). The Honeynet Project did a writeup on this incident, can you identify the attack and why the Honeynet failed to alert to the attack (though the attack was captured). Hint: the attack is written up and posted somewhere on our site.
The Solaris box seems to be the box, which was hacked as telnet traffic was originated from the server before and after it was rebuilt.  Both times, the server was running Solaris 2.6 – Sparc.  Given that the traffic was telnet based, it is assumed that the server has been trojanned and that the blackhat is controlling the box via telnet.  After looking further into the traffic targeted at the server over the month.  Based on the amount of traffic on port 111, I’m guessing the Trojan came in over that port amongst all the other traffic sent the entire honeynet.  After a quick perusal of the previous honeynet results, I found that the LuckGo script exploits the RPC service and can be used to plant a Trojan. which can be controlled remotely.

I don’t think that it was picked up by the IDS or firewall because either the signatures weren’t up to date or no signature was available.  The firewall didn’t catch the traffic because only one entry was made per source host.

